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Network Admission Control (NAC) prevents unauthorized devices (clients) from gaining access
to the network. When this function is used, Huawei will not collect or save user communication
information independently. You must use the features in compliance with applicable laws and
regulations, and ensure that your customers' privacy is protected when you are collecting or
saving communication information as necessary.
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3.1 Overview of NAC

Definition
Network Admission Control (NAC) is an end-to-end security control technology
that authenticates clients and users who attempt to access the network.

With the development of enterprise network, threats increasingly bring risks, such
as viruses, Trojan horses, spyware, and malicious network attacks. On a traditional
enterprise network, the intranet is considered as secure and threats come from
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extranet. However, 80% security threats actually come from the intranet. The
intranet threats will cause serious damage in a wide range. Even worse, the
system and network will break down. In addition, when intranet users browse
websites on the external network, the spyware and Trojan horse software may be
automatically installed on users' computers, which cannot be sense by the users.
The malicious software may spread on the internal network.

The traditional security measures cannot meet requirements on border defense
due to increasing security challenges. The security model should be converted into
active mode to solve security problems from the roots (terminals), improving
information security level of the entire enterprise.

The NAC solution integrates terminal security and access control and takes the
check, audit, secure, and isolation measures to improve the proactive protection
capability of terminals. This solution ensures security of each terminal and the
entire enterprise network.

As shown in Figure 3-1, NAC includes three components: NAC terminal, network
access device, and access server.

Figure 3-1 Typical NAC networking diagram

Intranet

Network
admission device

Admission 
serverNAC terminal

● NAC terminal: functions as the NAC client and interacts with network access
devices to authenticate access users. If 802.1X authentication is used, users
must install client software.

● Network access device: function as the network access control point that
enforces enterprise security policies. It allows, rejects, isolates, or restricts
users based on the security policies customized for enterprise networks.

● Access server: includes the access control server, management server, antivirus
server, and patch server. It authenticates users, checks terminal security,
repairs and upgrades the system, and monitors and audits user actions.

Purpose

Traditional network security technologies focus on threats from external
computers, but typically neglect threats from internal computers. In addition,
current network devices cannot prevent attacks initiated by devices on internal
networks.
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The NAC security framework was developed to ensure the security of network
communication services. The NAC security framework improves internal network
security by focusing on user terminals, and implement security control over access
users to provide end-to-end security.

3.2 Understanding NAC

3.2.1 NAC Fundamentals

Process

Figure 3-2 shows the basic NAC process.

Figure 3-2 Basic NAC process
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1. The access device works with a security policy server (for example, an AAA
server) to authenticate the user when an NAC terminal connects to the
network.
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2. The security policy server delivers the authorization information to the access
device if the user is authenticated. If the authentication fails, the access device
isolates the user.

3. Based on the authorization information from the security policy server, the
access device controls the terminal user's network access rights and
establishes a communication channel between the terminal and security
policy server.

4. The NAC terminal directly exchanges information with the security policy
server. The terminal reports its status information, including the antivirus
database, operating system, and patch versions.

5. The security policy server checks the terminal status, and redelivers the
authorization information to the access device if the NAC terminal does not
comply with enterprise security standards.

6. The access device modifies the terminal user's network access rights according
to the authorization information delivered by the security policy server.

7. Based on the status check result, the NAC terminal connects to the software
server to download client software, repair the system, or upgrade the patch or
antivirus database until the terminal complies with the enterprise security
standards.

Comparison Between Three Authentication Modes
NAC provides three authentication modes: 802.1X authentication, MAC address
authentication, and Portal authentication. Table 3-1 compares the three
authentication modes.

Table 3-1 Authentication mode comparisons

Item 802.1X
Authentication

MAC Address
Authentication

Portal
Authentication

Client Required Not required Not required

Advantage High security No client required Flexible
deployment

Disadvantage Inflexible
deployment

Complex
management and
MAC address
registration
required

Low security

Scenario New network
with concentrated
users and high
requirements for
security

Authentication of
dumb terminals
such as printers
and fax machines

Scenario with
flexible
authentication
modes and
scattered users
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3.2.2 802.1X Authentication

Overview
To resolve wireless local area network (LAN) security issues, the Institute of
Electrical and Electronics Engineers (IEEE) 802 LAN/wide area network (WAN)
committee developed the 802.1X protocol. Later, the 802.1X protocol was widely
applied as a common access control mechanism on LAN interfaces for
authentication and security on Ethernet networks.

The 802.1X protocol is an interface-based network access control protocol. It
controls users' access to network resources by authenticating the users on access
interfaces.

As shown in Figure 3-3, an 802.1X system uses a standard client/server
architecture with three components: client, access device, and authentication
server.

Figure 3-3 Diagram of the 802.1X authentication system
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● Client: an entity on the LAN segment, which is authenticated by the access
device on the same LAN segment. The client is usually a user terminal. The
user triggers 802.1X authentication using client software. The client must
support Extensible Authentication Protocol over LAN (EAPoL).

● Access device: an entity on the LAN segment, which authenticates the
connected client. The access device is usually a network device that supports
the 802.1X protocol. The device provides an interface for the client to access
the LAN.

● Authentication server: an entity that provides the authentication service for
the access device. The authentication server, which is usually a RADIUS server,
carries out authentication, authorization, and accounting on users.

Authentication Triggering Modes
802.1X authentication can be initiated by either the client or access device. The
device supports the following authentication triggering modes:

1. Triggered by the client: A user starts the client and enters the user name and
password. The client then sends an EAP packet to the access device to trigger
authentication.

2. Triggered by the access device: When receiving a DHCP/ARP packet from a
user terminal, the access device proactively enables the user terminal to
display the client page and prompt the user to enter the user name and
password. After the user name and password are entered, the authentication
is started.
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Authentication Modes
In an 802.1X authentication system, the client, access device, and authentication
server exchange authentication information using the Extensible Authentication
Protocol (EAP). The EAP packet exchange process is described as follows:

1. The EAP packets transmitted between the client and access device are
encapsulated in EAPoL format and transmitted across the LAN.

2. The access device and authentication server (for example, a RADIUS server)
exchange EAP packets in the following modes:
– EAP relay: The access device relays EAP packets. The device encapsulates

EAP packets in EAP over RADIUS (EAPoR) format and sends the packets
to the RADIUS server for authentication. This authentication mode
simplifies device processing and supports various EAP authentication
methods, such as MD5-Challenge, EAP-TLS, and PEAP. However, the
RADIUS server is required to support corresponding authentication
methods.

– EAP termination: The access device terminates EAP packets. The device
encapsulates client authentication information into standard RADIUS
packets, which are then authenticated by the server using the Password
Authentication Protocol (PAP) or Challenge Handshake Authentication
Protocol (CHAP). This authentication mode is applicable since
mainstream RADIUS servers support PAP and CHAP authentication and
server update is unnecessary. However, device processing is complex, and
the device supports only the MD5-Challenge EAP authentication method.

NO TE

The device supports the following EAP protocols: EAP-TLS, EAP-TTLS, EAP-PAP, EAP-CHAP
(EAP-MD5), and EAP-PEAP.

Authentication Process
Figure 3-4 shows the 802.1X authentication process in EAP relay mode.
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Figure 3-4 Service process in EAP relay mode
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1. When a user needs to access an external network, the user starts the 802.1X
client program, enters the applied and registered user name and password,
and initiates a connection request. At this time, the client sends an
authentication request packet to the device to start the authentication
process.

2. After receiving the authentication request packet, the device sends a user
name request packet, requesting the client to send the previously entered user
name.

3. In response to the request sent by the device, the client sends the user name
to the device.
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4. The device sends the user name to the authentication server for processing.
5. After receiving the user name forwarded by the device, the authentication

server verifies the user password.

a. The authentication server uses the user name to search the user name
list in the database to find the corresponding user password.

b. The authentication server encrypts the password with a randomly
generated MD5 challenge, and sends the MD5 challenge to the client
through the access device.

c. After receiving the MD5 challenge from the device, the client encrypts the
password with the MD5 challenge and sends the encrypted password to
the authentication server through the access device.

d. The authentication server compares the encrypted password received and
the locally encrypted password. If the two passwords are the same, the
user is considered authorized; if they are different, the user is considered
unauthorized.

6. After the password verification succeeds, the authentication server sends an
authentication success packet to the access device.

7. After receiving the authentication success packet, the device sends a packet
indicating that the authentication is successful to the client, changes the
interface status to authorized, and allows the user to access the network
through the interface.

8. If the user wants to go offline, the client sends a logoff packet to the device.
9. The access device changes the interface status from authorized to

unauthorized. It sends an authentication failure packet to the client and
concurrently deletes the user login information.

Steps 4 and 5 are different in the authentication processes in EAP termination and
relay modes. In EAP termination mode, when sending the user name from the
client to the authentication server, the access device randomly generates an MD5
challenge to the client. (In this mode, the MD5 challenge is not generated by the
authentication server.) The access device then sends the user name, MD5
challenge, and encrypted password to the authentication server for processing.

3.2.3 MAC Address Authentication

Overview

MAC address authentication controls a user's network access rights based on the
user's interface and MAC address. The user does not need to install any client
software. The device starts authenticating a user when detecting the user's MAC
address for the first time on the interface where MAC address authentication has
been enabled. During the authentication process, the user does not need to enter
a user name or password.

User Name Format

Based on different user name formats and content that the access device uses to
authenticate users, user name formats used in MAC authentication can be
classified into the following types:
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● MAC address: The device uses a user's MAC address as the user name for
authentication. The device can also use the MAC address or a user-defined
character string as the user password.

● Fixed user name: Regardless of users' MAC addresses, all users use a fixed
name and password designated on the access device for authentication. As
multiple users can be authenticated on the same interface, all users requiring
MAC address authentication on the interface use the same fixed user name.
The server only needs to configure one user account to meet the
authentication demands of all users. This applies to a network environment
with reliable clients.

● DHCP option: The device replaces a user's MAC address with the obtained
user DHCP option and a fixed password as identity information for
authentication. In this mode, the device must support MAC authentication
triggering through DHCP packets.

Authentication Process
Figure 3-5 shows the MAC authentication process.

Figure 3-5 MAC address authentication process
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1. The device triggers MAC address authentication for a user when detecting any
ARP/DHCP/ND/DHCPv6 packet sent by the user.

2. Based on the configuration, the device sends the user name and password to
the authentication server for authentication.
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3. The authentication server verifies the received user name and password. If the
verification succeeds, the server sends an authentication success packet to the
device. After receiving the authentication success packet, the device changes
the interface status to authorized and allows the user to access the network
through the interface.

3.2.4 Portal Authentication

Overview

Portal authentication is also called web authentication. Generally, Portal
authentication websites are also called Portal websites. When users go online,
they must be authenticated on Portal websites. The users can use network
resources only after they pass the authentication.

A user can access a known Portal authentication website and enter a user name
and password for authentication. This mode is called active authentication. If a
user attempts to access other external networks through HTTP, the device forcibly
redirects the user to the Portal authentication website for Portal authentication.
This mode is called forcible authentication.

System Architecture

A Portal server can be an external Portal server, or a built-in Portal server.

● Using an external Portal server

As shown in Figure 3-6, typical networking of a Portal authentication system
using an external Portal server consists of four entities: client, access device, Portal
server, and authentication server.

Figure 3-6 Portal authentication system using an external Portal server

Client Access device Authentication 
server

Portal server

1. Client: has a browser running HTTP installed.
2. Access device: includes switches and routers, and provides the following

functions:
– Redirects all HTTP requests from users on authentication subnets to the

Portal server before authentication.
– Interacts with the Portal server and authentication server to implement

identity authentication, authorization, and accounting during
authentication.
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– Allows the users to access authorized Internet resources after the
authentication succeeds.

3. Portal server: receives authentication requests from clients, provides free
Portal services and authentication pages, and exchanges the client
authentication information with the access device.

4. Authentication server: interacts with the access device to implement user
authentication, authorization, and accounting.

● Using a built-in Portal server

The access device with the built-in Portal server implements the Portal server
functions. In this scenario, the Portal authentication system only includes three
entities: client, access device, and authentication server, as shown in Figure 3-7.

Figure 3-7 Portal authentication system using a built-in Portal server
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device/built-in 
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Authentication 
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The built-in Portal server provides Portal authentication, without the need to
deploy an extra Portal server.

The device with a built-in Portal server implements basic Portal server functions
and only provides web-based login and logout functions for users. It cannot
completely replace an independent Portal server or support any extended
functions of an external server.

Authentication Modes
Different Portal authentication modes can be used in different networking modes.
Portal authentication is classified into Layer 2 authentication and Layer 3
authentication according to the network layer on which it is implemented.

● Layer 2 authentication

The client and access device are either directly connected or have only Layer 2
devices between them. The device can learn users' MAC addresses and identify the
users using their MAC addresses and IP addresses. On a network of this
configuration, Layer 2 authentication should be used.

Layer 2 authentication provides a simple authentication process with high security.
However, users must be in the same network segment with the access device,
which makes the networking inflexible.

Figure 3-8 shows the packet interaction process in Layer 2 authentication.
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Figure 3-8 Layer 2 authentication process of the Portal protocol
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1. The user initiates an authentication request through HTTP. The access device
allows an HTTP packet destined for the Portal server or an HTTP packet
destined for the configured authentication-free network resources to pass.
The access device redirects HTTP packets accessing other addresses to the
Portal server. The Portal server provides a web page on which the user must
enter the user name and password for authentication.

2. The Portal server exchanges information with the access device to implement
Challenge Handshake Authentication Protocol (CHAP) authentication. If
Password Authentication Protocol (PAP) authentication is used, the Portal
server directly performs step 4 without exchanging information with the
access device.

3. The Portal server sends the user name and password entered by the user to
the access device through an authentication request packet.

4. The access device exchanges authentication packets with the authentication
server.

5. The access device sends an authentication reply packet to the Portal server.
6. The Portal server sends an authentication success packet to the client,

notifying the client that the authentication succeeded.
7. The Portal server sends an authentication reply ACK packet to the access

device.

or an external Portal server, authentication processes of different authentication
protocols are different. Figure 3-8 shows the authentication process of the Portal
protocol. Figure 3-9 shows the authentication process of the HTTP or HTTPS
protocol.
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Figure 3-9 Layer 2 authentication process of the HTTP or HTTPS protocol
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1. Before authentication, a pre-connection is established between the client and
device.

2. The client initiates an authentication request using HTTP or HTTPS. The
access device allows an HTTP or HTTPS packet destined for the Portal server
or an HTTP or HTTPS packet destined for the configured authentication-free
network resources to pass through. The access device redirects HTTP or HTTPS
packets accessing other addresses to the Portal server. The Portal server
provides a web page on which the user must enter the user name and
password for authentication, and instructs the client to send a POST
authentication request packet to the access device.

3. The client encapsulates the user name and password into a POST
authentication request packet and sends the packet to the access device.

4. The access device and authentication server exchange authentication packets.
5. The access device sends an authentication reply packet to the client.

● Layer 3 authentication

When the device is deployed at the aggregation or core layer, Layer 3 forwarding
devices exist between the client and device. In this scenario, the device may not
obtain the MAC address of the client. Therefore, the device only uses the IP
address to identify the user. On a network of this configuration, Layer 3
authentication should be used.

The Layer 3 authentication process is similar to the Layer 2 authentication process,
except that a pre-connection is established between the client and access device in
Layer 3 authentication. Networking of the Layer 3 authentication is flexible, which
facilitates remote control. However, only an IP address can be used to identify a
user, so Layer 3 authentication has low security.

3.3 Application Scenarios for NAC
On the network shown in Figure 3-10, the physical access control department of
an enterprise is connected to RouterA through RouterB, the office area is
connected to RouterA through RouterC, and the visitor area is connected to
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RouterA through an AP. To ensure security of the enterprise intranet, network
access of the users needs to be controlled. Only the users who pass authentication
are authorized to access specified network resources.

Figure 3-10 Using NAC to control network access of enterprise users
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In the physical access control department, there are terminals of multiple types
and the number of printers is greatly more than that of employees. Therefore,
deploy 802.1X authentication and MAC address authentication (triggered first) on
Eth2/0/1 of RouterA, and configure the user access mode to multi-authen.

The office area has high security requirements. Therefore, deploy 802.1X
authentication on RouterC's Eth2/0/1 and Eth2/0/2 connected only to PCs, and
configure the user access mode to single-terminal. At the same time, deploy
802.1X authentication and MAC address authentication on Eth2/0/3 connected to
IP phones and PCs, and configure the user access mode to single-voice-with-data.

In the visitor area, users move frequently and have low network access rights.
Therefore, deploy Portal authentication on Eth2/0/3 of RouterA, and configure the
user access mode to multi-share.
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3.4 Licensing Requirements and Limitations for NAC

Involved Network Elements

Table 3-2 Components involved in NAC networking

Role Product Model Description

AAA server Huawei servers or third-
party AAA servers

Performs authentication,
accounting, and
authorization on users.

Portal server Huawei servers or third-
party Portal servers

Receives authentication
requests from Portal
clients, provides free
portal services and an
interface based on web
authentication, and
exchanges
authentication
information of the
authentication clients
with access devices.
This component is
required only in external
Portal authentication
mode.

 

Licensing Requirements

NAC is a basic feature of the device and is not under license control.

Feature Limitations

When deploying NAC on the router, pay attention to the following:
● The 4GE-2S, 4ES2G-S, 4ES2GP-S, and 9ES2 cards do not support NAC.
● You can run the display access-user user-id command to view rate limiting

parameter values delivered by the RADIUS server. If only the CIR value for rate
limiting is set on the RADIUS server and other rate limiting parameter values
(CBS or PBS value) are not set, the access control device obtains other
parameter values based on empirical value verification.
The parameter values obtained by the access control device after it verifies
rate limiting parameters delivered by the RADIUS server differ from those
obtained by the device after it verifies rate limiting parameters delivered by
the QoS profile.

● If a terminal uses Portal authentication or multi-mode authentication
(including Portal authentication), the device cannot grant VLAN-based
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authorization to the terminal. If a terminal obtains VLAN-based authorization,
you need to manually trigger the DHCP process to request an IP address.

● If a terminal has both IPv4 and IPv6 addresses, only the IPv4 address can be
used for user detection and update of the user entry corresponding to the
IPv6 address. The IPv6 address cannot be used for update of the user entry
corresponding to the IPv4 address.

● In the Portal authentication scenario, users may use spoofed IP addresses for
authentication, which brings security risks. It is recommended that you
configure attack defense functions such as IPSG and DHCP snooping to avoid
the security risks.

3.5 Default Settings for NAC

802.1X Access Profile
The system provides a predefined 802.1X access profile named
dot1x_access_profile. Table 3-3 lists the default settings for an 802.1X access
profile created on the device.

Table 3-3 Default settings for an 802.1X access profile

Parameter Default Setting

Authentication mode of 802.1X users EAP authentication

Actively initiating 802.1X
authentication

Enabled

Handshake with online users Disabled

Re-authentication for online 802.1X
users

Disabled

Retransmissions count of
authentication request packets

2

Client authentication timeout interval 5 seconds

Timeout interval of an authentication
request

30 seconds

 

MAC Access Profile
The system provides a predefined MAC access profile named mac_access_profile.
Table 3-4 lists the default settings for a MAC access profile created on the device.
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Table 3-4 Default settings for a MAC access profile

Parameter Default Setting

User name and password format for
MAC address authentication

MAC addresses without hyphens (-)

Types of packets that can trigger MAC
address authentication

DHCP, ARP, DHCPv6, and ND packets

Re-authentication for online MAC
address authentication users

Disabled

Re-authentication interval for online
MAC address authentication users

1800 seconds

Re-authentication for users upon
receipt of DHCP lease renewal packets

Disabled

 

Portal Access Profile

The system provides a predefined Portal access profile named
portal_access_profile. Table 3-5 lists the default settings for a Portal access
profile created on the device.

Table 3-5 Default settings for a Portal access profile

Parameter Default Setting

Portal server Unspecified

Source network segment for Portal
authentication

All network segments

User offline detection interval 300 seconds

Escape authorization (network access
rights assigned to users when the
access device detects that the Portal
server is Down)

Unspecified

Re-authentication for users when the
access device detects that the Portal
server state changes from Down to Up

Disabled

 

Authentication Profile

The system provides five predefined authentication profiles:
default_authen_profile, dot1x_authen_profile, mac_authen_profile,
portal_authen_profile, and dot1xmac_authen_profile. Table 3-6 lists the default
settings for an authentication profile created on the device.
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Table 3-6 Default settings for an authentication profile

Parameter Default Setting

Access profile type and name Unspecified

User access mode multi-authen

Interval for re-authenticating users in
pre-connection state

60 seconds

 

3.6 Configuring NAC
3.6.1 Configuration Procedure for NAC

Pre-configuration Tasks
NAC only provides multiple network access control protocols for users. To
completely authenticate user identity and control users' network access rights,
complete the following AAA configuration tasks before configuring NAC:

● Configure the domain and AAA scheme.
● Configure the user name and password on the RADIUS or HWTACACS server

if RADIUS or HWTACACS authentication is used.
● Configure the user name and password on the network access device if local

authentication is used.

For details about how to configure the AAA client, see AAA Configuration.

Configuration Procedure

Figure 3-11 NAC Configuration Procedure
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NAC Configuration Tasks
Authenticatio
n Mode

Scenario Task

802.1X
authentication

Users are
densely
distributed and
high
information
security is
required.

Perform the following configurations in
sequence:
1. 3.6.2.1 Configuring an 802.1X Access

Profile
2. 3.6.3 Configuring an Authentication

Profile
3. 3.6.4 NAC Application

MAC Address
authentication

Dumb
terminals such
as printers and
fax machines
need to
connect to the
network.

Perform the following configurations in
sequence:
1. 3.6.2.2 Configuring a MAC Access

Profile
2. 3.6.3 Configuring an Authentication

Profile
3. 3.6.4 NAC Application

Multi-mode
authentication

The device
allows multiple
authentication
modes to be
deployed
simultaneously
to meet
various
authentication
requirements
on the
network.
To configure
multi-mode
authentication
of several
authentication
modes, you
only need to
bind
corresponding
access profiles
to an
authentication
profile.

Perform the following configurations in
sequence:
1. 3.6.2 Configuring an Access Profile
2. 3.6.3 Configuring an Authentication

Profile
3. 3.6.4 NAC Application
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3.6.2 Configuring an Access Profile

3.6.2.1 Configuring an 802.1X Access Profile

3.6.2.1.1 Creating an 802.1X Access Profile

Context
The device uses 802.1X access profiles to uniformly manage 802.1X access
configurations. Before configuring 802.1X authentication, you need to create an
802.1X access profile.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x-access-profile name access-profile-name

An 802.1X access profile is created and the 802.1X access profile view is displayed.

By default, the device has a built-in 802.1X access profile named
dot1x_access_profile.

NO TE

● The device supports a maximum of 8 configurable 802.1X access profiles. The compatibility
profile converted after an upgrade is not counted in the configuration specification. The
built-in 802.1X access profile dot1x_access_profile can be modified and applied, but cannot
be deleted.

● Before deleting an 802.1X access profile, ensure that this profile is not bound to any
authentication profile.

----End

3.6.2.1.2 (Optional) Configuring an Authentication Mode for 802.1X Users

Context
During 802.1X authentication, users exchange authentication information with the
device using EAP packets. The device uses two modes to exchange authentication
information with the RADIUS server.
● EAP termination: The device directly parses EAP packets, encapsulates user

authentication information into a RADIUS packet, and sends the packet to the
RADIUS server for authentication. EAP termination is classified into PAP or
CHAP authentication.
– PAP: The device arranges the MAC address, shared key, and random value

in sequence, performs hash processing on them using the MD5 algorithm,
and encapsulates the hash result into the User-Password attribute.

– CHAP: The device arranges the CHAP ID, MAC address, and random value
in sequence, performs hash processing on them using the MD5 algorithm,
and encapsulates the hash result into the CHAP-Password and CHAP-
Challenge attributes.
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● EAP relay (specified by eap): The device encapsulates EAP packets into
RADIUS packets and sends the RADIUS packets to the RADIUS server. The
device does not parse the received EAP packets but encapsulates them into
RADIUS packets. This mechanism is called EAP over Radius (EAPoR).

The processing capability of the RADIUS server determines whether EAP
termination or EAP relay is used. If the RADIUS server has a higher processing
capability and can parse a large number of EAP packets before authentication, the
EAP relay mode is recommended. If the RADIUS server has a processing capability
not good enough to parse a large number of EAP packets and complete
authentication, the EAP termination mode is recommended and the device parses
EAP packets for the RADIUS server. When the authentication packet processing
method is configured, ensure that the client and server both support this method;
otherwise, the users cannot pass authentication.

NO TE

● The EAP relay can be configured for 802.1X users only when RADIUS authentication is
used.

● If AAA local authentication is used, the authentication mode for 802.1X users can only
be set to EAP termination.

● Because mobile phones do not support EAP termination mode (PAP and CHAP), the
802.1X authentication + local authentication mode cannot be configured for mobile
phones. Terminals such as laptop computers support EAP termination mode only after
having third-party clients installed.

● If the 802.1X client uses the MD5 encryption mode, the user authentication mode on
the device can be set to EAP or CHAP; if the 802.1X client uses the PEAP authentication
mode, the authentication mode on the device can be set to EAP.

● In a wireless access scenario, if WPA or WPA2 authentication mode is configured in the
security policy profile, 802.1X authentication does not support pre-authentication
domain-based authorization.

● If an interface has online 802.1X users and the authentication mode is changed between
EAP termination and EAP relay in the 802.1X access profile bound to the interface, the
online 802.1X users will be logged out. If the authentication mode is changed between
CHAP and PAP in EAP termination mode, the online 802.1X users will not be logged out.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.

Step 3 Run dot1x authentication-method { chap | pap | eap }

An authentication mode is configured for 802.1X users.

The default 802.1X authentication mode is eap, which indicates Extensible
Authentication Protocol (EAP) relay authentication.

----End
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3.6.2.1.3 (Optional) Configuring the Packet Types That Can Trigger 802.1X
Authentication

Context
After 802.1X authentication is enabled, the device can trigger 802.1X
authentication on users by default when receiving DHCP or ARP packets. Based on
user information on the actual network, the administrator can adjust the packet
types that can trigger 802.1X authentication. For example, if all users on a
network dynamically obtain IPv4 addresses, the device can be configured to
trigger 802.1X authentication only through DHCP packets. This prevents the device
from continuously sending ARP packets to trigger 802.1X authentication when
static IPv4 addresses are configured for unauthorized users on the network, and
reduces device CPU occupation.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.

Step 3 Run authentication trigger-condition { dhcp | arp } *

The packet types that can trigger 802.1X authentication are configured.

By default, DHCP/ARP packets can trigger 802.1X authentication.

----End

3.6.2.1.4 (Optional) Configuring the Authorization State of an Interface

Context
You can configure the authorization state of an interface to control whether an
access user must be authenticated before accessing network resources. The
interface supports the following authentication states:
● Auto mode: The interface is initially in Unauthorized state and sends and

receives EAPoL packets only. Users cannot access network resources. After a
user passes the authentication, the interface turns to Authorized state. Users
are allowed to access network resources in this state.

● Authorized-force mode: The interface is always in Authorized state and allows
users to access network resources without authentication.

● Unauthorized-force mode: The interface is always in Unauthorized state and
does not allow users to access network resources.

Procedure

Step 1 Run system-view

The system view is displayed.
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Step 2 Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.

Step 3 Run dot1x port-control { auto | authorized-force | unauthorized-force }

The authorization state of the interface is configured.

By default, the authorization state of an interface is auto.

----End

3.6.2.1.5 (Optional) Configuring the Device to Send EAP Packets with a Code
Number to 802.1X Users

Context
When a non-Huawei device used as the RADIUS server sends RADIUS packets with
attribute 61, EAP packet code number 0xa (hexadecimal notation, 10 in decimal
notation), and data type being 0x19 (hexadecimal notation, 25 in decimal
notation) to the device, run the dot1x eap-notify-packet command on the device
so that the device can send EAP packets with code number 0xa and data type
0x19 to users. If the dot1x eap-notify-packet command is not executed, the
device does not process EAP packets of this type and users are disconnected.

Perform this configuration if the device connects to an H3C iMC RADIUS server.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.

Step 3 Run dot1x eap-notify-packet eap-code code-number data-type type-number

The device is configured to send EAP packets with a code number to 802.1X users.

By default, the device does not send EAP packets with a code number to 802.1X
users.

NO TE

If an H3C iMC functions as the RADIUS server, run the dot1x eap-notify-packet eap-code 10
data-type 25 command on the device.

----End
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3.6.2.1.6 (Optional) Configuring Re-authentication for Online 802.1X
Authentication Users

Context

If the administrator modifies parameters such as access rights and authorization
attributes of an online user on the authentication server, the user must be re-
authenticated to ensure user validity.

If re-authentication is configured for online 802.1X authentication users, the
device sends saved authentication parameters of an online user to the
authentication server for re-authentication. The device saves user authentication
information after users go online. If the user authentication information on the
authentication server remains unchanged, the user keeps online. If the information
has been modified, the user is disconnected and needs to be re-authenticated.

The device re-authenticates 802.1X authentication users in the following modes:
● The device periodically re-authenticates users using a specified 802.1X access

profile.

NO TE

After this function is configured, many 802.1X authentication logs will be generated.

● The device is manually configured to re-authenticate a user with a specified
MAC address once.

If the device is connected to a server for re-authentication and the server replies
with a re-authentication deny message that makes an online user go offline, it is
recommended that you locate the cause of the re-authentication failure on the
server or disable the re-authentication function on the device.

Procedure
● Configuring periodic re-authentication

a. Run system-view

The system view is displayed.
b. Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.
c. Run dot1x reauthenticate

Re-authentication is configured for online 802.1X authentication users.

By default, re-authentication is not configured for online 802.1X
authentication users.

d. (Optional) Run dot1x timer reauthenticate-period reauthenticate-
period-value

The re-authentication interval is configured for online 802.1X
authentication users.

By default, the re-authentication interval is 3600 seconds for online
802.1X authentication users.
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NO TE

It is recommended that the re-authentication interval be set to the default value. If
multiple ACLs need to be delivered during user authorization, you are advised to
disable the re-authentication function or set a longer re-authentication interval to
improve the device's processing performance.

In remote authentication and authorization, if the re-authentication interval is set to
a shorter time, the CPU usage may be higher.

To reduce the impact on the device performance when many users exist, the user re-
authentication interval may be longer than the configured re-authentication interval.

● Configuring single-time re-authentication
a. Run system-view

The system view is displayed.
b. Run dot1x reauthenticate mac-address mac-address

The device is manually configured to re-authenticate a user with a
specified MAC address once.

----End

3.6.2.1.7 (Optional) Configuring the Online User Handshake Function

Context

When a user goes offline due to causes such as network interruption, the device
still reserves the user's online information. This may result in incorrect accounting,
and brings security threats if a bogus user accesses the network.

To ensure that user online information is normal, you can configure handshake
with online 802.1X authentication users on the device. The device then periodically
sends handshake request packets to online 802.1X users. If a user does not
respond to the handshake request packets when the retransmission count is
reached, the device sets the user status to offline.

NO TE

If the 802.1X client cannot exchange handshake packets with the device, the device will not
receive the handshake response packets within the handshake period. Therefore, to prevent the
device from disconnecting users incorrectly, disable the online user handshake function.

This function takes effect only for the wired users.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.

Step 3 Run dot1x handshake

Handshake with online 802.1X authentication users is enabled.

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 3 NAC Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 219



By default, handshake with online 802.1X authentication users is disabled on the
device.

Step 4 (Optional) Run dot1x timer handshake-period handshake-period-value

The interval at which the device handshakes with 802.1X online users on non-Eth-
Trunk interfaces is set.

By default, the interval for sending handshake packets is 15 seconds.

Step 5 (Optional) Run dot1x retry max-retry-value

The number of times for resending a handshake packet is configured.

By default, a handshake packet can be resent twice.

----End

3.6.2.1.8 (Optional) Configuring Network Access Rights for Users When the 802.1X
Client Does Not Respond

Context

If the 802.1X client does not respond, users cannot pass authentication and
thereby have no network access right. Before being successfully authenticated,
some users may need certain basic network access rights to download client
software and update the antivirus database. The network access rights can be
configured for the users when the 802.1X client does not respond, so that the
users can access specified network resources.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Configure authorization parameters.

● VLAN

Configure a VLAN and network resources in the VLAN on the device.

● Service scheme

Configure a service scheme on the device. For configuration details, see
(Optional) Configuring a Service Scheme.

● User group

a. Run user-group group-name [ group-index group-index ]

A user group is created and the user group view is displayed.

b. Run acl-id acl-number
An ACL is bound to the user group.

By default, no ACL is bound to a user group.
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NO TE

▪ Before running this command, ensure that an ACL has been created using the acl
(system view) or acl name command and ACL rules have been configured using
the rule command.

▪ If a user group contains online users, the ACL bound to the user group cannot be
modified or deleted in the system view.

c. Run user-vlan vlan-id
A user group VLAN is configured.
By default, no user group VLAN is configured.

NO TE

Before running this command, ensure that a VLAN has been created using the
vlan command.

d. Run remark { 8021p 8021p-value | dscp dscp-value | exp exp-value | lp
lp-value } *

The user group priority is configured.
By default, no user group priority is configured.

e. Run quit
Return to the system view.

Step 3 Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.

Step 4 Run authentication event client-no-response action authorize { service-
scheme service-scheme-name | user-group user-group-name | vlan vlan-id }

Network access rights are configured for users when the 802.1X client does not
respond.

By default, no network access right is configured for users when the 802.1X client
does not respond.

----End

3.6.2.1.9 (Optional) Configuring the Device to Automatically Generate the DHCP
Snooping Binding Table for Static IP Users

Context

There are unauthorized users who modify their MAC addresses to those of
authorized users. After authorized users are connected through 802.1X
authentication, the unauthorized users can obtain the same identities as the
authorized users and connect to the network without authentication. This results
in security risks of authentication and accounting. After accessing the network,
unauthorized users can also initiate ARP spoofing attacks by sending bogus ARP
packets. In this case, the device records incorrect ARP entries, greatly affecting
normal communication between authorized users. To prevent the previous attacks,
configure IPSG and DAI. These two functions are implemented based on binding
tables. For static IP users, you can run the user-bind static command to configure

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 3 NAC Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 221



the static binding table. However, if there are many static IP users, it takes more
time to configure static binding entries one by one.

To reduce the workload, you can configure the device to automatically generate
the DHCP snooping binding table for static IP users. After the static IP users who
pass 802.1X authentication or are at the pre-authentication phase send EAP
packets to trigger generation of the user information table, the device
automatically generates the DHCP snooping binding table based on the MAC
address, IP address, and interface recorded in the table.

To make this function take effect, you must run the dhcp snooping enable
command on the interface to which the 802.1X access profile is bound to enable
the DHCP snooping function on the interface and globally.

NO TE

● The EAP protocol does not specify a standard attribute to carry IP address information.
Therefore, if the EAP request packet sent by a static IP user does not contain an IP address,
the IP address information in the DHCP snooping binding table is obtained from the user'
first ARP request packet with the same MAC address as the user information table after the
user passes authentication. On a network, unauthorized users may forge authorized users'
MAC addresses to initiate ARP snooping attacks to devices, and the DHCP snooping binding
table generated accordingly may be unreliable. Therefore, the dot1x trigger dhcp-binding
command is not recommended and you are advised to run the user-bind static command to
configure the static binding table.

● For users who are assigned IP addresses using DHCP, you do not need to run the dot1x
trigger dhcp-binding command on the device. The DHCP snooping binding table is
generated through the DHCP snooping function.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.

Step 3 Run dot1x trigger dhcp-binding

The device is configured to automatically generate the DHCP snooping binding
table after static IP users pass 802.1X authentication or when the users are at the
pre-authentication phase.

By default, the device does not automatically generate the DHCP snooping
binding table after static IP users pass 802.1X authentication or when the users
are at the pre-authentication phase.

----End

Verifying the Configuration
You can run the display dhcp snooping user-bind command to check the DHCP
snooping binding table that is generated by the device for static IP users who pass
802.1X authentication or are at the pre-authentication phase. The DHCP snooping
binding table generated using this function will be deleted after the users are
disconnected.
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Follow-up Procedure
Configure IPSG and DAI after the DHCP snooping binding table is generated,
prevent attacks from unauthorized users.
● In the interface view, run the ip source check user-bind enable command to

enable IPSG.
● In the interface view, run the arp anti-attack check user-bind enable

command to enable DAI.
For detailed configurations of IPSG and DAI, see IPSG Configuration and ARP
Security Configuration in the Huawei AR Series V200R010 Configuration Guide -
Security.

3.6.2.1.10 (Optional) Configuring the Number of Times an Authentication Request
or Handshake Packet Is Retransmitted to an 802.1X User

Context
If the device does not receive any response from a user within a specified time
after sending an authentication request or handshake packet to the user, the
device sends the authentication request or handshake packet again. If the
authentication request or handshake packet has been sent for the maximum
retransmission times and no response is received, the user authentication or
handshake fails. In this process, the total number of authentication requests or
handshake packets sent by the device is max-retry-value plus 1.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.

Step 3 Run dot1x retry max-retry-value

The number of times an authentication request or handshake packet is
retransmitted to an 802.1X client is configured.

By default, the device can retransmit an authentication request or handshake
packet to an 802.1X user twice.

----End

3.6.2.1.11 (Optional) Configuring the Authentication Timeout Timer for 802.1X
Clients

Context
The device starts the authentication timeout timer for 802.1X clients after sending
an EAP-Request/MD5-Challenge packet to a client. If the client does not respond
within the period set by this timer, the device sends the packet again. If the packet
has been sent for the maximum number of times (configured using the dot1x
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retry max-retry-value command) and no response is received, the device stops
sending the packet. This prevents repeated retransmission of authentication
requests, which occupies lots of resources.

Generally, if the client fails to be authenticated, the device starts a backup
mechanism (MAC address authentication, Portal authentication, or granting
specified access permission), so that the client can continue to access the network.
The value of the timeout timer for EAP-Request/MD5 Challenge packets is
calculated as follows:

Timer value = (max-retry-value + 1) x client-timeout-value

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x-access-profile name access-profile-name

The 802.1X access profile view is displayed.

Step 3 Run dot1x timer client-timeout client-timeout-value

The authentication timeout timer for 802.1X clients is configured.

By default, the authentication timeout timer for 802.1X clients is enabled and its
value is 5 seconds.

Step 4 (Optional) Run dot1x retry max-retry-value

The number of times an authentication request is retransmitted to an 802.1X
client is configured.

By default, the device can retransmit an authentication request to an 802.1X user
twice.

----End

3.6.2.1.12 (Optional) Configuring the Function of Triggering 802.1X Authentication
Through Multicast Packets

Context

If clients such as the built-in 802.1X client on the Windows operating system
cannot send EAPoL-Start packets for 802.1X authentication, you can configure the
function of triggering 802.1X authentication through multicast packets on the
device. The device then periodically multicasts EAP-Request/Identity packets to
clients to trigger 802.1X authentication for the clients.

If the device interface connecting to a client changes from Down to Up, the client
needs to send EAPoL-Start packets again for 802.1X authentication, which takes a
long time. You can enable the function of triggering 802.1X authentication
through multicast packets immediately after the device interface goes Up,
shortening the re-authentication time.
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Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x mc-trigger

The function of triggering 802.1X authentication through multicast packets is
enabled.

By default, the function of triggering 802.1X authentication through multicast
packets is enabled.

Step 3 (Optional) Run dot1x mc-trigger port-up-send enable

The function of triggering 802.1X authentication through multicast packets
immediately after an interface goes Up is enabled.

By default, the function of triggering 802.1X authentication through multicast
packets immediately after an interface goes Up is disabled.

----End

3.6.2.1.13 (Optional) Configuring MAC Address-based Dynamic VLAN Assignment

Context
After you run the dynamic-macvlan enable command on a port and 802.1X or
MAC address authentication is completed, the VLAN attribute assigned by the
RADIUS server is added to the packets sent to the CPU regardless of the port from
which users access the network. In this manner, a MAC address-to-VLAN mapping
is created and packets are not directed based on the PVID.

NO TE

Only the AR1220E, AR1220EV, AR1220EVW, and AR1220F support this function.

Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run interface gigabitethernet interface-number
The GE interface view is displayed.

Step 3 Run dynamic-macvlan enable
MAC address-based dynamic VLAN assignment is enabled.

By default, MAC address-based dynamic VLAN assignment is disabled.
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NO TE

● This command can be run only on Layer 2 ports of the device panel.
● The ports must be of the hybrid untagged type.
● The ports enabled with MAC address-based dynamic VLAN assignment support Layer

3 services only.
● If a port has an authentication profile applied, you need to unbind the authentication

profile from the port before running the dynamic-macvlan enable command.

----End

3.6.2.1.14 Verifying the 802.1X Access Profile Configuration

Context
After configuring an 802.1X access profile, run the following command to check
the configuration.

Procedure
● Run the display dot1x-access-profile configuration [ name access-profile-

name ] command to check the configuration of the 802.1X access profile.

----End

3.6.2.2 Configuring a MAC Access Profile

3.6.2.2.1 Creating a MAC Access Profile

Context
The device uses MAC access profiles to uniformly manage MAC users access
configurations. Before configuring MAC address authentication, you need to create
a MAC access profile.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run mac-access-profile name access-profile-name

A MAC access profile is created and the MAC access profile view is displayed.

By default, the device has the built-in MAC access profile mac_access_profile.
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NO TE

● The device supports a maximum of 8 configurable MAC access profiles. The compatibility
profile converted after an upgrade is not counted in the configuration specification. The
built-in MAC access profile mac_access_profile can be modified and applied, but cannot be
deleted.

● Before deleting a MAC access profile, ensure that this profile is not bound to any
authentication profile.

----End

3.6.2.2.2 (Optional) Configuring the Authentication Mode for MAC Address
Authentication

Context

In MAC address authentication, the access device exchanges RADIUS packets with
the authentication server. Differences between authentication modes PAP and
CHAP are as follows:

● PAP is a two-way handshake authentication protocol. It transmits passwords
in plain text format in RADIUS packets.

● CHAP is a three-way handshake authentication protocol. It transmits only user
names but not passwords in RADIUS packets. CHAP is more secure and
reliable than PAP. If high security is required, CHAP is recommended.

By default, the authentication mode for MAC address authentication is set to PAP.
The authentication mode can be changed to CHAP for higher security.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run mac-access-profile name access-profile-name

The MAC access profile view is displayed.

Step 3 Run mac-authen authentication-method { chap | pap }

The authentication mode for MAC address authentication is configured.

By default, the authentication mode is set to PAP.

----End

3.6.2.2.3 Configuring the User Name Format for MAC Address Authentication

Context

The following user name formats are available for MAC address authentication:
● MAC address: A user uses the MAC address as the user name for

authentication, and uses the MAC address or a user-defined character string
as the password.
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● Fixed user name: All users use a fixed name and password configured on the
device for authentication, regardless of their MAC addresses. Only one user
account needs to be configured on the authentication server. This method can
be used on a network where access clients are reliable.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run mac-access-profile name access-profile-name

The MAC access profile view is displayed.

Step 3 Run mac-authen username { fixed username [ password cipher password ] |
macaddress [ format { with-hyphen [ normal ] [ colon ] | without-hyphen }
[ uppercase ] [ password cipher password ] ] }

The user name format is configured for MAC address authentication.

By default, a MAC address without hyphens (-) or colons (:) is used as the user
name and password for MAC address authentication.

NO TE

● When configuring the user name format for MAC address authentication, ensure that the
authentication server supports the user name format.

● If MAC address authentication is enabled on a WLAN-ESS interface, passwords must be
configured.

----End

3.6.2.2.4 (Optional) Configuring Packet Types That Can Trigger MAC Address
Authentication

Context

After MAC address authentication is enabled, the device can trigger MAC address
authentication on users by default when receiving DHCP/ARP packets. Based on
user information on the actual network, the administrator can adjust the packet
types that can trigger MAC address authentication. For example, if all users on a
network dynamically obtain IPv4 addresses, the device can be configured to
trigger MAC address authentication only through DHCP packets. This prevents the
device from continuously sending ARP packets to trigger MAC address
authentication when static IPv4 addresses are configured for unauthorized users
on the network, and reduces device CPU occupation.

When the function of triggering MAC address authentication through DHCP
packets is supported, the device can use the DHCP packets to re-authenticate
users, clear the MAC address authentication user entries in time, and send user
terminal information to the authentication server.
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NO TE

● After the VLANIF interface is enabled with the MAC address authentication function, MAC
address authentication cannot be triggered for users when the interface receives DHCP
packets.

● This function takes effect only for users who go online after this function is successfully
configured.

● Only wired users support MAC address authentication triggered by DHCP/ARP packets. For
wireless users, MAC address authentication is triggered by association packets.

● When MAC address authentication and 802.1X authentication are both enabled on an
interface, packets that can trigger authentication include all the packet types that can
trigger authentication in the MAC access profile and 802.1X access profile. For example,
assume that ARP packets in the MAC access profile are unable to trigger authentication and
ARP packets in the 802.1X access profile can trigger authentication. If MAC address
authentication and 802.1X authentication are both enabled on an interface, ARP packets can
trigger MAC address authentication.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run mac-access-profile name access-profile-name

The MAC access profile view is displayed.

Step 3 Run authentication trigger-condition { dhcp | arp } *

The packet types that can trigger MAC address authentication are configured.

By default, DHCP/ARP packets can trigger MAC address authentication.

----End

3.6.2.2.5 (Optional) Configuring a Source MAC Address Segment Allowed by MAC
Address Authentication

Context

After MAC address authentication is enabled, MAC address authentication will be
performed for every new MAC address entry generated on the device. To restrict
the users for whom MAC address authentication can be performed on interfaces,
you can configure a source MAC address segment allowed by MAC address
authentication.

NO TE

Only MAC address authentication users who go online through VLANIF interfaces support this
function.

Procedure

Step 1 Run system-view

The system view is displayed.
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Step 2 Run mac-access-profile name access-profile-name

The MAC access profile view is displayed.

Step 3 Run mac-authen permit mac-address mac-address mask { mask | mask-length }

The source MAC address segment allowed by MAC address authentication is
configured.

By default, no source MAC address segment is configured for MAC address
authentication.

----End

3.6.2.2.6 (Optional) Configuring Re-authentication for Online MAC Address
Authentication Users

Context

If the administrator modifies parameters such as access rights and authorization
attributes of an online user on the authentication server, the user must be re-
authenticated to ensure user validity.

If re-authentication is configured for online MAC address authentication users, the
device sends saved authentication parameters of an online user to the
authentication server for re-authentication. The device saves user authentication
information after users go online. If the user authentication information on the
authentication server remains unchanged, the user keeps online. If the information
has been modified, the user is disconnected and needs to be re-authenticated.

The device re-authenticates MAC address authentication users in the following
modes:
● The device periodically re-authenticates users using a specified MAC access

profile.

NO TE

After this function is configured, many MAC address authentication logs will be generated.

● The device re-authenticates MAC address authentication users when receiving
DHCP lease renewal packets from the users. This mode takes effect only after
the device is configured to trigger MAC address authentication through DHCP
packets.

● The device is manually configured to re-authenticate a user with a specified
MAC address once.

Procedure
● Configuring periodic re-authentication

a. Run system-view

The system view is displayed.
b. Run mac-access-profile name access-profile-name

The MAC access profile view is displayed.
c. Run mac-authen reauthenticate
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Re-authentication is enabled for online MAC address authentication
users.

By default, re-authentication for online MAC address authentication users
is disabled.

d. (Optional) Run mac-authen timer reauthenticate-period
reauthenticate-period-value

The re-authentication interval is configured for online MAC address
authentication users.

By default, the re-authentication interval is 1800 seconds for online MAC
address authentication users.

NO TE

It is recommended that the re-authentication interval be set to the default value. If
multiple ACLs need to be delivered during user authorization, you are advised to
disable the re-authentication function or set a longer re-authentication interval to
improve the device's processing performance.

In remote authentication and authorization, if the re-authentication interval is set to
a shorter time, the CPU usage may be higher.

To reduce the impact on the device performance when many users exist, the user re-
authentication interval may be longer than the configured re-authentication interval.

● Configuring single-time re-authentication
a. Run system-view

The system view is displayed.
b. Run mac-authen reauthenticate mac-address mac-address

The device is manually configured to re-authenticate a user with a
specified MAC address once.

----End

3.6.2.2.7 (Optional) Configuring the Device to Automatically Generate the DHCP
Snooping Binding Table for Static IP Users

Context
There are unauthorized users who modify their MAC addresses to those of
authorized users. After authorized users are connected through MAC address
authentication, the unauthorized users can obtain the same identities as the
authorized users. This results in security risks of authentication and accounting.
After accessing the network, unauthorized users can also initiate ARP spoofing
attacks by sending bogus ARP packets. In this case, the device records incorrect
ARP entries, greatly affecting normal communication between authorized users. To
prevent the previous attacks, configure IPSG. This function is implemented based
on binding tables. For static IP users, you can run the user-bind static command
to configure the static binding table. However, if there are many static IP users, it
takes more time to configure static binding entries one by one.

To reduce the workload, you can configure the device to automatically generate
the DHCP snooping binding table for static IP users. After this function is enabled,
the device automatically generates the DHCP snooping binding table based on the
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MAC address, IP address, and interface information of static IP users who pass
MAC address authentication or are at the pre-authentication phase.

NO TE

For users who are assigned IP addresses using DHCP, you do not need to run the mac-authen
trigger dhcp-binding command on the device. The DHCP snooping binding table is generated
through the DHCP snooping function.

Prerequisites

To make this function take effect, you must run the dhcp snooping enable
command on the interface to which the mac access profile is bound to enable the
DHCP snooping function on the interface and globally.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run mac-access-profile name access-profile-name

The MAC access profile view is displayed.

Step 3 Run mac-authen trigger dhcp-binding

The device is configured to automatically generate the DHCP snooping binding
table after static IP users pass MAC address authentication or when the users are
at the pre-authentication phase.

By default, the device does not automatically generate the DHCP snooping
binding table after static IP users pass MAC address authentication or when the
users are at the pre-authentication phase.

----End

Verifying the Configuration

You can run the display dhcp snooping user-bind command to check the DHCP
snooping binding table that is generated by the device for static IP users who pass
MAC address authentication or are at the pre-authentication phase. The DHCP
snooping binding table generated using this function will be deleted after the
users are disconnected.

Follow-up Procedure

Configure IPSG and DAI after the DHCP snooping binding table is generated,
prevent attacks from unauthorized users.

● In the interface view, run the ip source check user-bind enable command to
enable IPSG.

For detailed configuration of IPSG, see IPSG Configuration in the Huawei AR
Series V200R010 Configuration Guide - Security.
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3.6.2.2.8 (Optional) Configuring MAC Address-based Dynamic VLAN Assignment

Context

After you run the dynamic-macvlan enable command on a port and 802.1X or
MAC address authentication is completed, the VLAN attribute assigned by the
RADIUS server is added to the packets sent to the CPU regardless of the port from
which users access the network. In this manner, a MAC address-to-VLAN mapping
is created and packets are not directed based on the PVID.

NO TE

Only the AR1220E, AR1220EV, AR1220EVW, and AR1220F support this function.

Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run interface gigabitethernet interface-number
The GE interface view is displayed.

Step 3 Run dynamic-macvlan enable
MAC address-based dynamic VLAN assignment is enabled.

By default, MAC address-based dynamic VLAN assignment is disabled.

NO TE

● This command can be run only on Layer 2 ports of the device panel.

● The ports must be of the hybrid untagged type.

● The ports enabled with MAC address-based dynamic VLAN assignment support Layer
3 services only.

● If a port has an authentication profile applied, you need to unbind the authentication
profile from the port before running the dynamic-macvlan enable command.

----End

3.6.2.2.9 Verifying the MAC Access Profile Configuration

Context

After configuring a MAC access profile, run the following command to check the
configuration.

Procedure
● Run the display mac-access-profile configuration [ name access-profile-

name ] command to check the configuration of the MAC access profile.

----End

3.6.3 Configuring an Authentication Profile

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 3 NAC Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 233



3.6.3.1 Creating an Authentication Profile

Context
NAC implements access control on users. To facilitate NAC function configuration,
the device uses authentication profiles to uniformly manage NAC configuration.
You can configure parameters in an authentication profile to provide different
access control modes for users. For example, you can configure the access profile
bound to the authentication profile to determine the authentication mode for the
authentication profile. The device then uses the authentication mode to
authenticate users on the interface or VAP profile to which the authentication
profile is applied.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication-profile name authentication-profile-name

An authentication profile is created and the authentication profile view is
displayed.

By default, the device has six built-in authentication profiles:
default_authen_profile, dot1x_authen_profile, mac_authen_profile,
portal_authen_profile, dot1xmac_authen_profile, and multi_authen_profile.

NO TE

● The device supports a maximum of 8 authentication profiles. The built-in authentication
profile default_authen_profile and the compatibility profile converted after an upgrade are
not counted in the configuration specification. The six built-in authentication profiles
(default_authen_profile, dot1x_authen_profile, mac_authen_profile, portal_authen_profile,
dot1xmac_authen_profile, and multi_authen_profile) can be modified and applied, but
cannot be deleted.

● Before deleting an authentication profile, ensure that this profile is not bound to any
interface or VAP profile. You can run the display authentication-profile configuration
command to check whether the authentication profile is bound to interface or VAP profile

----End

3.6.3.2 Configuring a User Authentication Mode

Context
The device supports 802.1X, MAC address modes in NAC deployment. The access
profile bound to the authentication profile determines the user authentication
mode in a VAP profile. For example, if you want to use MAC address
authentication to control and manage users who go online using a VAP profile,
bind a MAC access profile to the authentication profile applied to the VAP profile.

The device allows multiple authentication modes (multi-mode authentication) to
be deployed simultaneously in a VAP profile to meet various authentication
requirements on the network. In this case, you need to bind multiple access
profiles to an authentication profile.
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Prerequisites
Access profiles have been configured.
● For details about how to configure an 802.1X access profile, see 3.6.2.1

Configuring an 802.1X Access Profile.
● For details about how to configure a MAC access profile, see 3.6.2.2

Configuring a MAC Access Profile.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication-profile name authentication-profile-name

The authentication profile view is displayed.

Step 3 Configure the user authentication mode.
● 802.1X authentication

Run dot1x-access-profile access-profile-name
An 802.1X access profile is bound to the authentication profile.
By default, no 802.1X access profile is bound to an authentication profile.

● MAC address authentication
Run mac-access-profile access-profile-name
A MAC access profile is bound to the authentication profile.
By default, no MAC access profile is bound to an authentication profile.

● Portal authentication
Run portal-access-profile access-profile-name
A Portal access profile is bound to the authentication profile.
By default, no Portal access profile is bound to an authentication profile.

NO TE

For wireless users, the Portal access profile template can be bound to only the VLANIF
interface.

● Multi-mode authentication
To concurrently configure several authentication modes, you only need to
bind corresponding access profiles to an authentication profile. Access profiles
can be bound to the authentication profile in any sequence. The device
triggers the corresponding authentication based on received authentication
packets.
You can configure MAC address bypass authentication to authenticate
terminals such as printers that cannot have the 802.1X client installed. The
device performs 802.1X authentication for users. If the authentication fails,
the device performs MAC address authentication for these users.
The following uses MAC address bypass authentication as an example. The
configuration procedure is as follows:

a. Run mac-access-profile access-profile-name
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A MAC access profile is bound to the authentication profile.
By default, no MAC access profile is bound to an authentication profile.

b. Run dot1x-access-profile access-profile-name
An 802.1X access profile is bound to the authentication profile.
By default, no 802.1X access profile is bound to an authentication profile.

c. Run authentication dot1x-mac-bypass
MAC address bypass authentication is enabled.
By default, MAC address bypass authentication is disabled.

NO TE

When configuring multi-mode authentication, pay attention to the following points:

● An authentication profile can be bounded to an 802.1X access profile, a MAC access profile
and a Portal access profile at most.

● After multi-mode authentication is configured, the device by default allows users to use
multiple authentication modes. For example, if a user passes MAC address authentication,
the user will not be redirected to the Portal authentication page when accessing a web page.
However, if the user directly enters the Portal authentication website in the browser, Portal
authentication can be performed. After the authentication succeeds, the users can obtain
network access rights for Portal authentication users. To authenticate users using only one
authentication mode, run the authentication single-access command to configure the
device to allow users to pass only one access authentication.

Step 4 (Optional) Run authentication ip-address in-accounting-start

The function of carrying users' IP addresses in Accounting-Start packets is enabled.

By default, the function of carrying users' IP addresses in Accounting-Start packets
is disabled.

This command takes effect only for 802.1X authentication and MAC address
authentication users. By default, Accounting-Start packets for Portal
authentication carry users' IP addresses.

Step 5 (Optional) Run authentication roam pre-authen mac-authen enable

MAC address authentication is enabled for roaming STAs.

By default, MAC address authentication is disabled for roaming STAs.

----End

3.6.3.3 (Optional) Configuring the User Access Mode

Context

After enabling NAC authentication, you can configure a user access mode based
on the user access on the interface. The user access modes include:
● single-terminal: applies to the scenario in which only one data terminal is

connected to the network through the interface.
● single-voice-with-data: applies to the scenario in which only one data

terminal is connected to the network on the device interface through a voice
terminal.
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● multi-share: applies to the scenario that does not require high security and in
which multiple data terminals are connected to the network on the device
interface.

● multi-authen: applies to the scenario that requires high security and in which
multiple data terminals are connected to the network on the device interface.
In this access mode, you can configure the maximum number of access users
based on the actual user quantity on the interface. This prevents malicious
users from occupying a large amount of device resources and ensures that the
users on other device interfaces can normally go online.

NO TE

AR100&AR120&AR150&AR160&AR200&AR1200 series do not support to bind a VLAN in
MAC-based mode.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication-profile name authentication-profile-name

The authentication profile view is displayed.

Step 3 Run authentication mode { single-terminal | single-voice-with-data | multi-
share | multi-authen [ max-user max-user-number [ dot1x | mac-authen |
portal | none ] * ] }

The maximum number of access users allowed on the interface is configured
when the user access mode or interface access authentication mode is multi-
authen.

By default, the access authentication mode is multi-authen.

NO TE

● VLANIF interfaces do not support this function.

● Only wired users support this function.

● If the first access user fails to be authenticated on a physical interface and sets up a pre-
connection after the multi-share mode is configured on the physical interface, new access
users will also fail to be authenticated on the interface. Therefore, the following operations
are recommended if the first access user may fail to be authenticated after the multi-share
mode is configured on a physical interface.

– Do not use the multi-share mode with Portal authentication.

----End

3.6.3.4 (Optional) Configuring Authentication Event Authorization
Information

Context
If users establish pre-connections with the device or fail to be authenticated, they
have no network access rights.
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To meet these users' basic network access requirements such as updating the
antivirus database and downloading the client, configure authentication event
authorization information. The device will assign network access rights to these
users based on the authentication phase.

NO TE

An authorized VLAN cannot be delivered to online Portal users.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Configure authorization parameters.

If users are in the pre-connection phase or fail to be authenticated, or the
authentication server is Down, the device can use the VLAN and service scheme to
grant network access rights to the users.

● VLAN
Configure a VLAN and network resources in the VLAN on the device.

● Service scheme
Configure a service scheme on the device. For configuration details, see
(Optional) Configuring a Service Scheme.

Step 3 Run authentication-profile name authentication-profile-name

The authentication profile view is displayed.

Step 4 Configure authorization information.
● Run authentication event pre-authen action authorize { vlan vlan-id |

service-scheme service-scheme-name }
Network access rights are configured for users who are in the pre-connection
phase.

● Run authentication event authen-fail action authorize { vlan vlan-id |
service-scheme service-scheme-name } [ response-fail ]
Network access rights are configured for users who fail to be authenticated.

● Run authentication event authen-server-down action authorize { vlan
vlan-id | service-scheme service-scheme-name } [ response-fail ]
Network access rights are configured for users when the authentication server
is Down.

By default, no authentication event authorization information is configured.

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 3 NAC Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 238



NO TE

If no network access right is configured for users who fail authentication or when the
authentication server is Down, the users establish pre-connections with the device after the
authentication fails and then have the network access rights mapping pre-connection users.

Only the 8FE1GE, 24GE, and 24ES2GP cards, and the AR2201-48FE and AR2202-48FE support
the delivery of authorized VLANs to users.

VLAN-based authorization does not apply to the authentication users who access through
VLANIF interfaces.

In 802.1X authentication for wired users, when the RADIUS server is Down, some new clients do
not have escape rights. For example, when a new Windows client receives a Success packet from
the device but does not receive the authentication packets exchanged with the RADIUS server,
the client will fail the authentication and cannot go online. Currently, the following clients have
escape rights when they go online for the first time: H3C iNode clients using EAP-MD5 or PEAP
and Cisco AnyConnect clients using EAP-FAST or PEAP. For Windows clients, for example,
Windows 7, choose "Local Area Connection> Properties> Authentication> Fallback to
unauthorized network access".

If authorization upon an authentication server Down event is configured and the device detects
that the authentication server is Down, the device grants corresponding network access rights to
users who fail to be authenticated, and add the users to entries of users who fail to be
authenticated upon an authentication server Down event. If authorization upon an
authentication server Down event is not configured and the device detects that the
authentication server is Down, the device grants corresponding network access rights to users
who fail to be authenticated, and add the users to entries of users who fail to be authenticated.

The device assigns network access rights based on the priorities of the configured rights in a
network status as follows:

● If the authentication server is Down: network access right upon an authentication server
Down event > network access right for users who fail authentication > network access right
for users in the pre-connection state > user authorization based on whether the function of
keeping users who fail to be authenticated and do not have any network access rights in the
pre-connection state is enabled

● If users fail authentication: network access right for users who fail authentication > network
access right for users in the pre-connection state > user authorization based on whether the
function of keeping users who fail to be authenticated and do not have any network access
rights in the pre-connection state is enabled

● If users are in the pre-connection state: network access right for users in the pre-connection
state > user authorization based on whether the function of keeping users who fail to be
authenticated and do not have any network access rights in the pre-connection state is
enabled

● If an 802.1X client does not respond: network access right if an 802.1X client does not
respond > network access right for users in the pre-connection state > user authorization
based on whether the function of keeping users who fail to be authenticated and do not
have any network access rights in the pre-connection state is enabled

Step 5 (Optional) Configure the aging time of user entries.

● Run authentication timer pre-authen-aging aging-time
The aging time is configured for entries of pre-connection users.

By default, the aging time is 23 hours for entries of pre-connection users.

● Run authentication timer authen-fail-aging aging-time
The aging time is configured for entries of users who fail to be authenticated.

By default, the aging time is 23 hours for entries of users who fail to be
authenticated.
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NO TE

You can run the authentication timer authen-fail-aging aging-time command to
configure the aging time for entries of users who fail to be authenticated upon an
authentication server Down event and entries of users who fail to be authenticated.

----End

3.6.3.5 (Optional) Configuring Authentication-Free Authorization
Information

3.6.3.5.1 (Optional) Configuring Authorization Information for Authentication-free
Users

Context
Before being authenticated, users need to obtain some network access rights to
meet basic network access requirements such as downloading the 802.1X client
and updating antivirus database. The device uses an authentication-free rule
profile to uniformly manage authorization information for authentication-free
users. You can define some network access rules in the profile to determine
network access rights that can be obtained by authentication-free users. You need
to bind a configured authentication-free rule profile to an authentication profile.
Users using the authentication profile then can obtain authentication-free
authorization information.

NO TE

Authentication-free rules can take effect immediately after being configured in an
authentication-free profile. It is unnecessary to bind the authentication-free profile to an
authentication profile.

Procedure

Step 1 Configure an authentication-free rule profile.

1. Run system-view
The system view is displayed.

2. Run free-rule-template name free-rule-template-name
An authentication-free rule profile is created and the authentication-free rule
profile view is displayed.
By default, the device has a built-in authentication-free rule profile named
default_free_rule.

NO TE

Currently, the device supports only one authentication-free rule profile, that is, the built-in
profile default_free_rule.

3. Run free-rule rule-id { destination { any | ip { ip-address mask { mask-
length | ip-mask } | any } } | source { any | ip { ip-address mask { mask-
length | ip-mask } | any } } } *

Or run free-rule acl acl-id
An authentication-free rule is configured.
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By default, no authentication-free rule is configured for NAC authentication
users.

4. Run quit

Return to the system view.

Step 2 Bind the authentication-free rule profile to the authentication profile.

1. Run authentication-profile name authentication-profile-name
The authentication profile view is displayed.

2. Run free-rule-template free-rule-template-name
Bind the authentication-free rule profile to the authentication profile.

By default, no authentication-free rule profile is bound to an authentication
profile.

----End

3.6.3.6 (Optional) Configuring Re-authentication for Users

Context

The device records entries for pre-connection users and users who fail to be
authenticated, and grants corresponding network access rights to the users. For
details, see 3.6.3.4 (Optional) Configuring Authentication Event Authorization
Information. To ensure that users are successfully authenticated in a timely
manner and obtain normal network access rights, you can configure the device to
re-authenticate users who fail to be authenticated based on user entries.

If a user fails to be re-authenticated before the aging time expires, the device
deletes the corresponding user entry and reclaims the granted network access
rights. If a user is successfully re-authenticated, the device adds the user to entries
of authenticated users and grants corresponding network access rights to the user.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication-profile name authentication-profile-name

The authentication profile view is displayed.

Step 3 Run authentication timer re-authen { pre-authen re-authen-time | authen-fail
re-authen-time }

A re-authentication interval is configured for pre-connection users and users who
fail to be authenticated.

By default, the device re-authenticates pre-connection users and users who fail to
be authenticated at an interval of 60 seconds.
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NO TE

The device adds users with the authen-fail authorization and pre-connection users to entries of
users who fail to be authenticated or pre-connection users. By default, the device re-
authenticates users in the entries. You can perform the preceding operations to change the re-
authentication interval.
To reduce the impact on the device performance when many users exist, the user re-
authentication interval may be longer than the configured re-authentication interval.

Step 4 Run authentication event authen-server-up action re-authen

The device is enabled to re-authenticate users in the survival state when the
authentication server changes from Down or forcible Up to Up.

By default, the device does not re-authenticate users in the survival state when
the authentication server changes from Down or forcible Up to UP.

NO TE

After the status of the RADIUS server is set to Down, you can run the radius-server dead-time
dead-time command to set the interval for the RADIUS server to return to the active state.
When the value of dead-time expires, the status of the RADIUS server is set to forcible Up.
When the server successfully transmits and receives packets, the status is set to Up. The device
can re-authenticate users when the server changes from Down or forcible Up to Up.

----End

3.6.3.7 (Optional) Configuring the Handshake Function to Enable the Device
to Clear User Entries Immediately

Context
The device creates entries for pre-connection users, users who fail to be
authenticated and are assigned network access rights, and users who are
authenticated. After users go offline in normal situations, the system immediately
deletes the corresponding user entries. However, if some users go offline due to
exceptions such as network disconnections, the system cannot immediately delete
the corresponding user entries. If there are too many such invalid user entries,
other users may fail to access the network.

To solve this problem, configure the handshake function to enable the device to
clear user entries immediately. Then, if a user does not respond to the handshake
request from the device within the handshake interval, the device deletes the user
entry.
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NO TE

All pre-connection users support this function. Among users who fail to be authenticated or pass
authentication, only MAC address authentication users, and 802.1X authentication users support
this function. The offline detection function for Portal authentication users is configured using
the portal timer offline-detect command.
This function takes effect only for the wired users who obtain IP addresses.
If the number of ARP probe packets exceeds the default CAR value, the probe fails and the users
are logged out (The display cpu-defend statistics command can be run to check whether ARP
request and response packets are lost.). To resolve the problem, the following methods are
recommended:
● Increase the handshake interval based on the number of users. The default handshake

interval is recommended when there are less than 8000 users; the handshake interval
should be no less than 600 seconds when there are more than 8000 users.

● Deploy the port attack defense function on the access device and limit the rate of packets
sent to the CPU.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication-profile name authentication-profile-name

The authentication profile view is displayed.

Step 3 Run authentication handshake

The handshake with pre-connection users and authorized users is enabled.

By default, the handshake with pre-connection users and authorized users is
enabled.

Step 4 (Optional) Run authentication timer handshake-period handshake-period

The handshake interval of the device with pre-connection users and authorized
users is set.

By default, the handshake interval of the device with pre-connection users and
authorized users is 300 seconds.

----End

3.6.3.8 (Optional) Configuring a User Authentication Domain

Context
The device manages users in domains. For example, AAA schemes and
authorization information are bound to domains. During user authentication, the
device assigns users to specified domains based on the domain names contained
in user names. However, user names entered by many users on actual networks do
not contain domain names. In this case, you can configure a default domain in an
authentication profile. If users using this profile enter user names that do not
contain domain names, the device manages the users in the default domain.

On actual networks, user names entered by some users contain domain names
and those entered by other users do not. The device uses different domains to
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manage the users. Because authentication, authorization and accounting (AAA)
information in the domains are different, users use different AAA information. To
ensure that users using the same authentication profile use the same AAA
information, you can configure a forcible domain in the authentication profile for
the users. The device then manages the users in the forcible domain regardless of
whether entered user names contain domain names or not.

Prerequisites
A domain has been configured using the domain (AAA view) command in the
AAA view.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication-profile name authentication-profile-name

The authentication profile view is displayed.

Step 3 Run access-domain domain-name [ dot1x | mac-authen | portal ] * [ force ]

A default or forcible domain is configured for users.

By default, no default or forcible domain is configured in an authentication profile,
and the global default domain default is used.

NO TE

● If force is not specified, a default domain is configured. If force is specified, a forcible
domain is configured. If both a default domain and a forcible domain are configured, the
device authenticates users in the forcible domain.

● If dot1x, mac-authen, or portal is not specified, the configured domain takes effect for all
access authentication users using the authentication profile. If dot1x, mac-authen, or portal
is specified, the configured domain takes effect only for specified users using the
authentication profile.

● To configure the authentication domain for MAC address authentication users, run the mac-
authen domain isp-name mac-address mac-address mask mask command in the system
view. When access-domain mac-authen and mac-authen domain are both configured,
access-domain mac-authenpreferentially takes effect.

----End

3.6.3.9 (Optional) Configuring the User Logout Delay Function When an
Interface Link Is Faulty

Context
If a link is faulty, the interface is interrupted and users are directly logged out. To
solve this problem, you can configure the user logout delay function. When the
interface link is faulty, the users remain online within the delay. In this case, if the
link is restored, the users do not need to be re-authenticated. If the users are
disconnected after the delay and the link is restored, the users need to be re-
authenticated.
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NO TE

● This function takes effect only for wired users who go online on Layer 2 physical interfaces
that have been configured with NAC authentication.

● To make the function take effect, it is recommended that the configured interval be greater
than the time during which the interface is in Up state.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication-profile name authentication-profile-name

The authentication profile view is displayed.

Step 3 Run link-down offline delay { delay-value | unlimited }

The user logout delay is configured when an interface link is faulty.

The default user logout delay is 10 seconds when an interface link is faulty.

If the delay is 0, users are logged out immediately when the interface link is faulty.
If the delay is unlimited, users are not logged out when the interface link is faulty.

----End

3.6.3.10 (Optional) Reauthenticating users When the Time Exceeds the
Value of Session-Timeout

Context

The RADIUS server uses the Session-Timeout attribute to control the remaining
online time of a user, and uses the Termination-Action attribute to determine
whether to reauthenticate the user when the timeout interval expires. By default,
if the RADIUS server delivers Session-Timeout but no Termination-Action, the
device disconnects users when the time exceeds the value of Session-Timeout. To
reauthenticate users without modifying the server configuration, you can run this
command to configure the device to reauthenticate users when the timeout
interval expires.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication-profile name authentication-profile-name

The authentication profile view is displayed.

Step 3 Run authentication termination-action reauthenticate

The device is configured to reauthenticate users when the time exceeds the value
of Session-Timeout delivered by the RADIUS server.
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By default, the device is not configured to reauthenticate users when the time
exceeds the value of Session-Timeout delivered by the RADIUS server.

----End

3.6.3.11 Verifying the Authentication Profile Configuration

Context
After configuring an authentication profile, run the following commands to verify
the configuration.

Procedure
● Run the display authentication-profile configuration [ name

authentication-profile-name ] command to check the configuration of the
authentication profile.

● Run the display free-rule-template configuration [ name free-rule-name ]
command to check the configuration of the authentication-free rule profile.

----End

3.6.4 NAC Application

Context
After an authentication profile is bound to the interface or VAP profile, NAC is
enabled in the interface or VAP profile. The device implements access control on
users who go online through the interface or VAP profile.

An authentication profile uniformly manages NAC configuration. The
authentication profile is bound to the interface or VAP profile view to enable NAC,
implementing access control on the users in the interface or VAP profile. The
authentication type of the users in the interface or VAP profile is determined by
the access profile bound to the authentication profile. For details about how to
configure an access profile, see 3.6.2 Configuring an Access Profile.

When configuring NAC, pay attention to the following points:
● Layer 2 physical interfaces, Layer 3 physical interfaces, routed main interfaces,

VLANIF interfaces, WAN-side interfaces, port groups, and VAP profiles support
NAC. The support for authentication types on different interfaces is as follows:
– Layer 2 physical interfaces: 802.1X authentication, MAC address

authentication, and Layer 2 Portal authentication

NO TE

The Layer 2 physical interfaces of AR100&AR120&AR150&AR160&AR200 do not
support Layer 2 Portal authentication, and support only 802.1X authentication in
multicast mode.

– Layer 3 physical interfaces and routed main interface: Layer 3 Portal
authentication

NO TE

In wireless scenarios, it does not support Layer 3 Portal authentication.

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 3 NAC Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 246



– VLANIF interfaces: Layer 2 Portal authentication, MAC address-prioritized
Portal authentication in Fat AP Wi-Fi scenarios, and Layer 3 Portal
authentication.

– WAN-side interfaces: Layer 3 Portal authentication
● Physical interfaces do not support multi-mode authentication modes

containing Portal authentication.
● For the access of wireless users through APs, ensure that the APs can be

authenticated (for example, adding the APs to static users) when NAC
authentication is deployed for users. Otherwise, the wireless users cannot be
authenticated.

● NAC authentication cannot be enabled both on a Layer 2 Ethernet interface
and the VLANIF interface mapping the VLAN of the Ethernet interface.
Otherwise, the users have no network access rights after connecting to the
network. In addition, NAC authentication cannot be enabled both on VAP
profiles and VLANIF interfaces in wireless scenarios.

● After enabling NAC on an interface, you cannot run the following commands
on the interface. Similarly, after running the following commands on an
interface, you cannot enable NAC on the interface.

Command Function

mac-limit Sets the maximum number of MAC
addresses that can be learned by an
interface.

mac-address learning disable Disables MAC address learning on
an interface.

port-security enable Enables port security.

 

Prerequisites
An authentication profile has been configured. For details about how to configure
an authentication profile, see 3.6.3 Configuring an Authentication Profile.

Procedure
● Enable NAC on an interface.

a. Run system-view
The system view is displayed.

b. Run interface interface-type interface-number
The interface view is displayed.

c. Run authentication-profile authentication-profile-name
The authentication profile is applied to the interface.
By default, no authentication profile is applied to an interface.
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NO TE

In wireless access scenario, pay attention to the following points:

● When an authentication profile is bound to a portal access profile, the
authentication profile can be applied to VLANIF interface or WLAN-BSS interface
(FAT-AP mode).

● When both MAC and portal access profiles are bound to an authentication profile
and MAC address-prioritized Portal authentication is enabled, the authentication
profile can only be applied to VLANIF interfaces.

● Enable NAC in a VAP profile.
a. Run system-view

The system view is displayed.
b. Run wlan

The WLAN view is displayed.
c. Run wlan ac

The WLAN view is displayed.
d. Run vap-profile name profile-name

The VAP profile view is displayed.
e. Run authentication-profile authentication-profile-name

The authentication profile is applied to the VAP profile.

By default, no authentication profile is applied to a VAP profile.

----End

Verifying the Configuration
Run the display authentication interface interface-type interface-number
command to view the configuration of the NAC authentication mode on an
interface.

3.6.5 (Optional) Configuring NAC Extended Functions

3.6.5.1 Configuring Extended Functions Related to 802.1X Authentication

3.6.5.1.1 Configuring the Interval for Sending 802.1X Authentication Requests

Context
The device starts the tx-period timer (specifying the interval for sending 802.1X
authentication requests) in either of the following situations:
● When a client initiates authentication, the device sends a unicast Request/

Identity packet to the client and starts the tx-period timer. If the client does
not respond within the period set by the timer, the device retransmits the
authentication request.

● To authenticate the 802.1X clients that cannot initiate authentication, the
device periodically sends multicast Request/Identity packets through the
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802.1X-enabled interface to the clients at the interval set by the tx-period
timer.

If a request packet has been sent for the maximum number of times (configured
using the dot1x retry max-retry-value command) and no response is received
from the client, the device stops sending the request packet.

Generally, if the client fails to be authenticated, the device starts a backup
mechanism (Portal authentication or granting specified access permission), so that
the client can continue to access the network. If MAC address bypass
authentication is disabled, the value of the timeout timer for EAP-Request/Identity
packets is calculated as follows:

Timer value = (max-retry-value + 1) x tx-period-value

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run dot1x timer tx-period tx-period-value

The interval for sending 802.1X authentication requests is configured.

By default, the device sends 802.1X authentication requests at an interval of 30
seconds.

----End

3.6.5.1.2 Configuring 802.1X-based Fast Deployment

Context
On an 802.1X network, the administrator has a large amount of workload in
downloading and upgrading 802.1X client software for each client. The
authentication-free network access and URL redirection functions can be
configured to implement fast deployment of 802.1X clients.

Before an 802.1X authentication is successful, the client is allowed to access
authentication-free resources. After URL redirection is configured and the server
providing URL redirection belongs to the authentication-free resources, the device
changes the URL address entered by a user to the specified URL (for example, the
URL address of the 802.1X client download page). Therefore, the 802.1X client can
be quickly configured.

Prerequisite
The server providing the URL redirection service has been configured as
authentication-free resource by using the 3.6.3.4 (Optional) Configuring
Authentication Event Authorization Information or 3.6.3.5.1 (Optional)
Configuring Authorization Information for Authentication-free Users.

Procedure

Step 1 Run system-view

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 3 NAC Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 249



The system view is displayed.

Step 2 Run dot1x url url-string

The URL redirection for 802.1X authentication is configured.

By default, URL redirection for 802.1X authentication is not configured.

----End

3.6.5.2 Configuring Extended Functions Related to Portal Authentication

3.6.5.2.1 Configuring CNA Bypass for iOS Terminals

Context
The iOS operating system provides the Captive Network Assistant (CNA) function.
With the CNA function, the iOS terminals (including iPhone, iPad, and iMAC)
automatically detects wireless network connectivity after associating with a
wireless network. If the network connection cannot be set up, the iOS terminals
ask users to enter user names and passwords. If users do not enter the user names
and passwords, the iOS terminals automatically disconnect from the wireless
network.

However, Portal authentication allows users to access certain resources before
authentication is successful. If the iOS terminals are disconnected, users cannot
access the specified resources. The CNA bypass function addresses this problem. If
the users do not enter user names and passwords immediately, the CNA bypass
function keeps the iOS terminals online before the Portal authentication is
successful. Therefore, the iOS users are allowed to access authentication-free
resources.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run portal captive-bypass enable

The CNA bypass function is enabled for iOS terminals.

By default, the CNA bypass function is disabled for iOS terminals.

----End

3.6.5.2.2 Configuring the CNA Adaptive Function for iOS Terminals

Context
Since WLANs are widely provided, users have a demand for quick and convenient
authentication by using applications on mobile terminals, without entering user
names and passwords. In such authentication mode, mobile terminals need to
automatically display the application-based Portal authentication page and the
applications need to communicate with the background server. Therefore, the
mobile terminals must be connected to the WLANs during authentication.
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iOS terminals such as iPhones, iPads, and iMac computers provide the Captive
Network Assistant (CNA) function. This function automatically detects the
network connection status after iOS terminals connect to WLANs. If the network is
disconnected, the iOS terminals display a page prompting users to enter user
names and passwords. If users do not enter the user names and passwords, the
iOS terminals automatically disconnect from the WLANs. As a result, users cannot
use applications on iOS terminals for authentication.

To solve the problem, enable the CNA adaptive function so that iOS terminals are
redirected to the application-based Portal authentication page when they connect
to WLANs. Users can click the link on the page to start specified applications to
perform Portal authentication. If users do not start applications to perform
authentication, they can still access authentication-free resources on the WLANs.

NO TE

Authentication-free resources accessed by users cannot contain the URL captive.apple.com;
otherwise, terminals cannot automatically display the Portal authentication page.
If the Portal authentication page is of the HTTPS type, terminals can automatically display
the Portal authentication page only when an HTTPS URL is used and the domain name
certificate is valid.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run portal captive-adaptive enable

The CNA adaptive function is enabled for iOS terminals.

By default, the CNA adaptive function is disabled for iOS terminals.

If you run both the portal captive-adaptive enable and portal captive-bypass
enable commands, the command executed later takes effect.

----End

3.6.5.2.3 Configuring the Maximum Number of Portal Authentication Users
Allowed on the Device

Context
You can perform the following configurations to restrict the maximum number of
Portal authentication users allowed on the device.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run portal max-user user-number

The maximum number of Portal authentication users allowed on the device is
configured.
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By default, the maximum number of Portal authentication users allowed on the
device is not restricted within the device's capacity.

Step 3 (Optional) Run portal user-alarm percentage percent-lower-value percent-upper-
value

The alarm thresholds for the Portal authentication user count percentage are
configured.

By default, the lower alarm threshold for the Portal authentication user count
percentage is 50, and the upper alarm threshold for the Portal authentication user
count percentage is 100.

When the percentage of online Portal authentication users against the maximum
number of users allowed on the device exceeds the upper alarm threshold, the
device generates an alarm. When the percentage reaches or falls below the lower
alarm threshold, the device clears the alarm.

----End

3.6.5.2.4 (Optional) Forcing Portal Authentication Users Offline When a 3G/LTE
Link Is Disconnected

Context

When the router functioning as a mobile Internet gateway is deployed on a bus or
metro, only the users who pass Portal authentication can connect to the vehicle-
mounted Wi-Fi network and access external networks using the 3G/LTE interface.
After the 3G/LTE link is disconnected, the users are not disconnected in real time
while they cannot access any web page immediately. This had a negative effect on
user experience.

After you configure Portal authentication users to be forcibly disconnected on a
3G/LTE interface, the device forces the Portal authentication users offline when
the 3G/LTE link is disconnected. The disconnected users can still access internal
network resources of the router, which improves user experience.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run interface cellular interface-number

The cellular interface view is displayed.

Step 3 Run cut web-authentication-user [ domain domain-name | ssid ssid ]

The device is configured to force Portal authentication users offline when the
3G/LTE link is disconnected.

By default, the Portal authentication users are still online when the 3G/LTE link is
disconnected.

----End
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3.6.5.3 Configuring the Quiet Function

Context
If a user frequently fails NAC authentication within a short period, system
performance will be affected, and brute force attacks on the user name and
password may occur.

After the quiet function is enabled, if the number of times that a user fails to be
authenticated within 60s exceeds the upper limit, the device discards the user's
authentication request packets for a period to avoid frequent authentication
failures.

NO TE

When the number of quiet entries reaches the maximum number, the device does not allow
new users who are not in the quiet table to access the network.

Procedure
● Configure the quiet function for 802.1X authentication users.

a. Run system-view
The system view is displayed.

b. Run dot1x quiet-period
The quiet function is enabled for 802.1X authentication users.
By default, the quiet function is enabled for 802.1X authentication users.

c. (Optional) Run dot1x quiet-times fail-times
The maximum number of authentication failures within 60 seconds
before the device quiets an 802.1X authentication user is configured.
By default, the maximum number of authentication failures is 10.

d. (Optional) Run dot1x timer quiet-period quiet-period-value
The quiet period is configured for 802.1X authentication users who fail to
be authenticated.
By default, the quiet period is 60 seconds for 802.1X authentication users
who fail to be authenticated.

● Configure the quiet function for MAC address authentication users.

NO TE

The quiet function for MAC address authentication users takes effect only after the device
is disabled from assigning network access rights to users in each phase before
authentication succeeds using the undo authentication event action authorize
command. In multi-mode authentication of MAC address authentication users, the quiet
function for MAC address authentication users does not take effect.

a. Run system-view
The system view is displayed.

b. (Optional) Run mac-authen quiet-times fail-times
The maximum number of authentication failures within 60 seconds
before the device quiets a MAC address authentication user is configured.
By default, the maximum number of authentication failures is 10.
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c. Run mac-authen timer quiet-period quiet-period-value
The quiet period is configured for MAC address authentication users who
fail to be authenticated.
By default, the quiet period is 60 seconds for MAC address authentication
users who fail to be authenticated. If the value of quiet-period-value is 0,
the quiet function is disabled for MAC address authentication users.

● Configure the quiet function for Portal authentication users.

a. Run system-view
The system view is displayed.

b. Run portal quiet-period
The quiet function is enabled.
By default, the quiet function is enabled for Portal authentication users.

c. (Optional) Run portal quiet-times fail-times
The maximum number of authentication failures within 60 seconds
before the device quiets a Portal authentication user is configured.
By default, the maximum number of authentication failures is 10.

d. (Optional) Run portal timer quiet-period quiet-period-value
The quiet period is configured for Portal authentication users who fail to
be authenticated.
By default, the quiet period is 60 seconds for Portal authentication users
who fail to be authenticated.

----End

3.6.5.4 Configuring the Web Push Function

Context
After a user is successfully authenticated, the device forcibly redirect the user to a
web page when receiving the HTTP or HTTPS packet from the user who accesses
web pages for the first time. In addition to pushing advertisement pages, the
device can obtain user terminal information through the HTTP or HTTPS packets
sent by the users, and apply the information to other services. There are two ways
to push web pages:

1. URL: pushes the URL corresponding to the web page.
2. URL template: pushes the URL template. A URL template must be created.

The URL template contains the URL of the pushed web page and URL
parameters.

If an application program that actively sends HTTP or HTTPS packets is installed
on the user terminal, the terminal has sent the HTTP or HTTPS packet before the
user accesses a web page. Therefore, the user is unaware of the web page push
process.

For HTTP and HTTPS packets,  the forcible push function takes effect only when a
redirection ACL is used. If the user table always contains redirection ACLs, a web
page is forcibly pushed when HTTPS packets from users match redirection ACL
rules. Usually, you can configure the RADIUS server to authorize the Huawei
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extended RADIUS attribute HW-Redirect-ACL to users for redirection ACL
implementation.

NO TE

Built-in Portal authentication does not support the web page push function.
When an AR router is connected to Fit APs, the user group priority configuration does not take
effect for users who go online from the Fit APs.

Procedure
● URL mode

a. Run system-view
The system view is displayed.

b. Run aaa
The AAA view is displayed.

c. Run domain domain-name
An AAA domain is created and the AAA domain view is displayed.
The device has two default domains: default and default_admin.
Common access users use the default domain and the administrator uses
the default_admin domain.

d. Run force-push url url-address
The URL push function is enabled.
By default, the URL push function is disabled.

● URL template mode

a. Create and configure a URL template.

i. Run system-view
The system view is displayed.

ii. Run url-template name template-name
A URL template is created and the URL template view is displayed.
By default, no URL template is created on the device.

iii. Run url [ push-only ] url-string [ ssid ssid ]
A pushed URL is configured.
By default, no pushed URL is configured.
The SSID that users associate with must be the same as that
configured on the device; otherwise, the device cannot push URLs to
users.

iv. Run url-parameter { ac-ip ac-ip-value | ac-mac ac-mac-value | ap-ip
ap-ip-value | ap-mac ap-mac-value | redirect-url redirect-url-value |
ssid ssid-value | sysname sysname-value | user-ipaddress user-
ipaddress-value | user-mac user-mac-value | user-vlan user-vlan-
value | esn esn-value } *

Parameters carried in the URL are configured.
By default, a URL does not carry parameters.

v. Run url-parameter mac-address format delimiter delimiter
{ normal | compact }
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The MAC address format in the URL is configured.
By default, the MAC address format in a URL is XXXXXXXXXXXX.

vi. Run parameter { start-mark parameter-value | assignment-mark
parameter-value | isolate-mark parameter-value } *

Characters in the URL are configured.
By default, the start character in a URL is a question mark (?), the
assignment character is an equal sign (=), and the delimiter between
parameters is an ampersand (&).

vii. Run quit
Return to the system view.

b. Run aaa
The AAA view is displayed.

c. Run domain domain-name
An AAA domain is created and the AAA domain view is displayed.
The device has two default domains: default and default_admin.
Common access users use the default domain and the administrator uses
the default_admin domain.

d. Run force-push url-template template-name
The URL template push function is enabled.
By default, the URL template push function is disabled.

----End

3.6.5.5 (Optional) Configuring HTTP-based Authentication and Accounting
Functions

Context

In traditional NAC scenarios, Portal and RADIUS authentication modes are often
used for carriers and enterprises that require a complete authentication solution.
In Internet access scenarios, access control devices need to connect to Internet or
cloud servers. Therefore, they need to provide HTTP-based authentication and
obtain user authorization information, including online duration, traffic usage, and
bandwidth. After users access the Internet, the access control device periodically
sends accounting packets to the authentication and accounting server. The server
performs accounting for the users based on user traffic statistics. When the online
duration or traffic usage exceeds authorization, the device forcibly disconnects the
user and sends the disconnection message of the user to the authentication and
accounting server.

NO TE

Only the AR121W, AR129W, AR129CVW, AR121GW-L, AR129GW-L, AR129CGVW-L,
AR109W, AR109GW-L, AR151W-P, AR156W, AR157W, AR157VW, AR158EVW, AR161W,
AR161EW, AR161EW-M1, AR161FGW-L, AR161FGW-Lc, AR169W, AR161FW, AR161FW-P-
M5, AR161FGW-La, AR169FVW, AR169FVW-8S, AR169JFVW-4B4S, AR169JFVW-2S,
AR169CVW-4B4S, AR169EGW-L, AR169EW, AR169CVW, AR169FGVW-L, AR169FGW-L,
AR169W-P-M9, AR169RW-P-M9, AR201VW-P, AR207VW, AR1220W, AR1220EVW, and
AR1220VW that can work as a WLAN Fat AP support this configuration.
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Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run interface wlan-bss wlan-bss-number

A WLAN-BSS interface is created and the WLAN-BSS interface view is displayed.

Step 3 Run web-service access enable

Authentication and accounting functions are enabled on the WLAN-BSS interface.

By default, authentication and accounting functions are disabled on a WLAN-BSS
interface.

Step 4 Run quit

Return to the system view.

Step 5 Run web-service aaa server url authorize-enable

A URL is configured for the authentication and accounting server

By default, no URL is configured for the authentication and accounting server.

Step 6 (Optional) Run web-service accounting enable

The device is enabled to send accounting packets to the authentication and
accounting server.

By default, the device does not send accounting packets to the authentication and
accounting server.

To perform accounting for users based on the volume of traffic destined for the
Internet, use this command.

Step 7 (Optional) Run web-service accounting interval interval

The interval at which the device sends accounting packets to the authentication
and accounting server is configured.

By default, the device sends accounting packets to the authentication and
accounting server at an interval of 30 seconds.

To enable the device to periodically send accounting packets to the authentication
and accounting server, use this command.

NO TE

Before running the preceding command, run the web-service accounting enable
command to enable the device to send accounting packets to the authentication and
accounting server.

----End
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3.6.5.6 Configuring the Maximum Number of Consecutive Authentication
Failures

Context
You can perform the following operations to configure the maximum number of
consecutive authentication failures allowed on the device.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication authen-fail fail-times fail-times

The maximum number of consecutive authentication failures is configured.

By default, the maximum number of consecutive authentication failures is 1.

----End

3.6.5.7 Adjusting the Matching Order of ACL Rules

Context
By default, for NAC users, packets are matched with ACL rules in descending order
by rule ID. That is, a larger rule ID indicates a higher priority of an ACL rule. You
can adjust the matching order of ACL rules so that an ACL rule with a smaller rule
ID has a higher priority.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run access-user acl-priviledge-revert

The device is configured to match packets with ACL rules in ascending order by
rule ID. That is, a smaller rule ID indicates a higher priority of an ACL rule.

By default, the device matches packets with ACL rules in descending order by rule
ID. That is, a larger rule ID indicates a higher priority of a rule.

The configuration takes effect only after the device is restarted.

----End

3.6.5.8 Configuring User Isolation

Context
To block mutual access between users of a group or between users of two groups,
configure user isolation.
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Procedure

Step 1 Run the system-view command to enter the system view.

Step 2 Run the user-group group-name command to create a user group and enter the
user group view.

Step 3 Run the user-isolated { inter-group | inner-group } * command to configure
intra-group and inter-group isolation.

By default, inter-group or intra-group isolation is not configured in a user group.

After users are authenticated and go online, the RADIUS server dynamically
delivers user group information. In this situation, the inter-group or intra-group
isolation configuration cannot be modified or deleted.

----End

3.6.5.9 Setting the Source Address of Offline Detection Packets

Context
The device sends an ARP probe packet to check the user online status. If the user
does not respond within a detection period, the device considers that the user is
offline.

NO TE

● This function does not take effect for users who use Layer 3 Portal authentication.
● In normal situations, after a device sends an ARP probe packet with a default source IP

address, online clients will immediately respond with ARP reply packets. If online clients do
not respond with ARP reply packets, the device logs them out unexpectedly. To resolve this
problem, use either of the following methods:
● Run the access-user arp-detect vlan vlan-id ip-address ip-address mac-address mac-

address command to specify a VLAN ID, source IP address, and source MAC address for
ARP probe packets.

● Run the authentication timer handshake-period handshake-period command to
increase the handshake period so that the device can detect gratuitous ARP packets
that these clients send at an irregular period. Once the device detects such packets, it
does not log them out.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Set the source address of offline detection packets.
● Run access-user arp-detect default ip-address ip-address

The default source IP address of offline detection packets is set.
By default, the default source IP address of offline detection packets is 0.0.0.0.

● Run access-user arp-detect vlan vlan-id ip-address ip-address mac-address
mac-address
The source IP address and source MAC address are specified for offline
detection packets in a VLAN.
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By default, the source IP address and source MAC address are not specified for
offline detection packets in a VLAN.
You are advised to set the user gateway IP address and its corresponding MAC
address as the source IP address and source MAC address of offline detection
packets.

NO TE

The following source IP addresses used in offline detection packets are listed in descending
order of priority:
1. IP address and MAC address of the VLANIF interface corresponding to the VLAN that users

belong to and on the same network segment as users
2. Source IP address specified using the access-user arp-detect vlan vlan-id ip-address ip-

address mac-address mac-address command for offline detection packets in a specified
VLAN

3. Default source IP address specified using the access-user arp-detect default ip-address ip-
address command for offline detection packets

----End

3.6.5.10 Enabling the Device to Dynamically Adjust the Rate at Which It
Processes Packets from NAC Users

Context
When a lot of NAC users send authentication or log off requests to the device, the
CPU usage may be overloaded especially when the CPU or memory usage is
already high (for example, above 80%). After the device is enabled to dynamically
adjust the rate of packets from NAC users, the device limits the number of NAC
packets received per second if the CPU or memory usage is high. This function
reduces loads on the device CPU.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run authentication speed-limit auto

The device is enabled to dynamically adjust the rate at which it processes packets
from NAC users.

----End

3.6.5.11 Enabling URL Encoding and Decoding

Context
To improve web application security, data from untrustworthy sources must be
encoded before being sent to clients. URL encoding is most commonly used in web
applications. After URL encoding and decoding are enabled, some special
characters in redirected URLs are converted to secure formats, preventing clients
from mistaking them for syntax signs or instructions and unexpectedly modifying
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the original syntax. In this way, cross-site scripting attacks and injection attacks
are prevented.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run portal url-encode enable

URL encoding and decoding are enabled.

By default, URL encoding and decoding are enabled.

----End

Check the Configuration
Run the display portal url-encode configuration command to check the
configuration of URL encoding and decoding.

3.6.5.12 Verifying the NAC Extended Functions Configuration

Context
After configuring extended functions, run the following commands to check the
configuration.

Procedure
● Run the display portal quiet-user { all | user-ip ip-address | server-ip ip-

address } command to check information about Portal authentication users
who are quieted.

● Run the display mac-authen quiet-user { all | mac-address mac-address }
command to check information about MAC address authentication users who
are quieted.

● Run the display dot1x quiet-user { all | mac-address mac-address }
command to check information about 802.1X authentication users who are
quieted.

----End

3.7 Maintaining NAC

3.7.1 Configuring the NAC Alarm Report Function

Context
You can configure the NAC alarm report function, which helps you obtain real-
time running status of the NAC network and facilitates operation and
maintenance.
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Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run snmp-agent trap enable feature-name mid_eapol [ trap-name
{ hwmacauthenmaxuseralarm | hwsrvcfgeapmaxuseralarm } ]

The trap function is enabled for the DOT1X module.

By default, the trap function is enabled for the DOT1X module.

Step 3 Run snmp-agent trap enable feature-name mid_web [ trap-name
{ hwportalmaxuseralarm | hwportaluserclearalarm | hwportalserverdown |
hwportalserverup } ]

The trap function is enabled for the web authentication module.

By default, the trap function is enabled for the web authentication module.

----End

Verifying the Configuration
● Run the display snmp-agent trap feature-name mid_eapol all command to

check information about all traps on the DOT1X module.
● Run the display snmp-agent trap feature-name mid_web all command to

check information about all traps on the web authentication module.

3.7.2 Clearing NAC Statistics

Context

NO TICE

Cleared statistics cannot be restored. Exercise caution when you run the following
commands.

Procedure
● Run the reset dot1x statistics command in the user view to clear statistics

about 802.1X authentication.
● Run the reset mac-authen statistics command in the user view to clear

statistics about MAC address authentication.

----End

3.7.3 Monitoring NAC Operation

Context
In routine maintenance, you can run the following commands in any view to
check whether NAC is functioning properly.
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Procedure
● Run the display access-user command to view information about NAC access

users.
● Run the display dot1x command to view information about 802.1X

authentication.
● Run the display mac-authen command to view information about MAC

address authentication.
● Run the display portal command to view information about Portal

authentication.
● Run the display portal local-server connect command to view the

connection status of users to be authenticated on a built-in Portal server.
● Run the display server-detect state command to view the status of a Portal

server.
● Run the display mac-address authen command to view MAC address entries

of the authen type in the system.
● Run the display mac-address pre-authen command to view MAC address

entries of the Pre-authen type in the system.
● Run the display user-group [ group-name ] command to view the

configuration of a user group.

----End

3.8 Configuration Examples for NAC
3.8.1 Example for Configuring 802.1X Authentication

Networking Requirements
As shown in Figure 3-12, many users on a company access network through
Eth2/0/0 of the Router (used as an access device). After the network operates for
a period of time, attacks are detected. The administrator must control network
access rights of user terminals to ensure network security. The Router allows user
terminals to access Internet resources only after they are authenticated.
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Figure 3-12 Networking diagram for configuring 802.1X authentication
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Configuration Roadmap
To control the network access permission of users, the administrator can configure
802.1X authentication on the Router after the server with the IP address
192.168.2.30 is used as the RADIUS server.

The configuration roadmap is as follows (configured on the Router):

1. Create and configure a RADIUS server template, an AAA scheme, and an ISP
domain. Bind the RADIUS server template and the AAA scheme to the ISP
domain. The Router can then exchange information with the RADIUS server.

2. Configure 802.1X authentication to control network access rights of the
employees in offices. The configuration includes:

a. Configure an 802.1X access profile.
b. Configure an authentication profile.
c. Enable 802.1X authentication on an interface.

NO TE

Before performing operations in this example, ensure that user access terminals and the server
can communicate.
This example only provides the configurations on the Router. The configurations on the LAN
switch and RADIUS server are not provided here.

Procedure

Step 1 Create VLANs and configure the VLAN allowed by the interface to ensure network
communication.

# Create VLAN 10 and VLAN 20.

<Huawei> system-view
[Huawei] sysname Router
[Router] vlan batch 10 20

# On the Router, set Eth2/0/0 connecting to users as an access interface, and add
Eth2/0/0 to VLAN 10.

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 3 NAC Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 264



[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] port link-type access
[Router-Ethernet2/0/0] port default vlan 10 
[Router-Ethernet2/0/0] quit

NO TE

Configure the interface type and VLANs according to the actual situation. In this example,
users are added to VLAN 10.

# On the Router, set Eth2/0/1 connecting to the RADIUS server as an access
interface, and add Eth2/0/1 to VLAN 20.

[Router] interface ethernet 2/0/1
[Router-Ethernet2/0/1] port link-type access
[Router-Ethernet2/0/1] port default vlan 20
[Router-Ethernet2/0/1] quit

Step 2 Create and configure a RADIUS server template, an AAA scheme, and an
authentication domain.

# Create and configure RADIUS server template rd1.

[Router] radius-server template rd1
[Router-radius-rd1] radius-server authentication 192.168.2.30 1812
[Router-radius-rd1] radius-server shared-key cipher Huawei@2012
[Router-radius-rd1] quit

# Create AAA scheme abc and set the authentication mode to RADIUS.

[Router] aaa
[Router-aaa] authentication-scheme abc
[Router-aaa-authen-abc] authentication-mode radius
[Router-aaa-authen-abc] quit

# Create authentication domain isp1, and bind AAA scheme abc and RADIUS
server template rd1 to authentication domain isp1.

[Router-aaa] domain isp1
[Router-aaa-domain-isp1] authentication-scheme abc
[Router-aaa-domain-isp1] radius-server rd1
[Router-aaa-domain-isp1] quit
[Router-aaa] quit

# Test whether a user can be authenticated using RADIUS authentication. A user
name test@huawei.com and password Huawei2012 have been configured on the
RADIUS server.

[Router] test-aaa test@huawei.com Huawei2012 radius-template rd1
Info: Account test succeed.

Step 3 Configure 802.1X authentication.

# Configure the 802.1X access profile d1.

NO TE

By default, an 802.1X access profile uses the EAP authentication mode. Ensure that the
RADIUS server supports EAP; otherwise, the server cannot process 802.1X authentication
request packets.

[Router] dot1x-access-profile name d1
[Router-dot1x-access-profile-d1] quit

# Configure the authentication profile p1, bind the 802.1X access profile d1 to the
authentication profile, and specify the domain isp1 as the forcible authentication
domain in the authentication profile.

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 3 NAC Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 265



[Router] authentication-profile name p1
[Router-authen-profile-p1] dot1x-access-profile d1
[Router-authen-profile-p1] access-domain isp1 force
[Router-authen-profile-p1] quit

# Bind the authentication profile p1 to Eth2/0/0 and enable 802.1X authentication
on the interface.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] authentication-profile p1
[Router-Ethernet2/0/0] quit

Step 4 Verify the configuration.

1. Run the display dot1x command to check the 802.1X authentication
configuration. The command output (802.1X protocol is Enabled) shows that
the 802.1X authentication has been enabled on the interface Eth2/0/0.

2. The user starts the 802.1X client on the terminal, and enters the user name
and password for authentication.

3. If the user name and password are correct, an authentication success
message is displayed on the client page. The user can access the network.

4. After the user goes online, you can run the display access-user command on
the device to check the online 802.1X user information.

----End

Configuration Files

Router configuration file

#
sysname Router
#
vlan batch 10 20
#
authentication-profile name p1
 dot1x-access-profile d1
 access-domain isp1 force
#
radius-server template rd1
 radius-server shared-key cipher %^%#5Cz2!R*M%NaEr^6.].')L/$!!xTKZ<!!!!!!!!!!%^%#
 radius-server authentication 192.168.2.30 1812 weight 80
#
aaa
 authentication-scheme abc
  authentication-mode radius
 domain isp1
  authentication-scheme abc
  radius-server rd1
#
interface Ethernet2/0/0
 port link-type access
 port default vlan 10
 authentication-profile p1
#
interface Ethernet2/0/1
 port link-type access
 port default vlan 20
#
dot1x-access-profile name d1
#
return
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3.8.2 Example for Configuring MAC Address Authentication

Networking Requirements

As shown in Figure 3-13, many printers on a company access network through
Eth2/0/0 of the Router (used as an access device). After the network operates for
a period of time, the administrator controls the network access rights of the
printers to improve network security. The Router allows a printer to access
Internet resources only after the printer is authenticated.

Figure 3-13 Networking diagram for configuring MAC address authentication
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Printers cannot install and use the 802.1X client. The administrator can configure
MAC address authentication on the Router to control the network access rights of
the printers.

The configuration roadmap is as follows (configured on the Router):

1. Create and configure a RADIUS server template, an AAA scheme, and an ISP
domain; bind the RADIUS server template and the AAA scheme to the ISP
domain. The Router can then exchange information with the RADIUS server.

2. Configure MAC address authentication so that the Switch can control network
access rights of the dumb terminals. The configuration includes:

a. Configure a MAC access profile.

b. Configure an authentication profile.

c. Enable MAC address authentication on an interface.

NO TE

Before performing operations in this example, ensure that user access terminals and the server
can communicate.

This example only provides the configurations on the Router. The configurations on the LAN
switch and RADIUS server are not provided here.
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Procedure

Step 1 Create VLANs and configure the VLAN allowed by the interface to ensure network
communication.

# Create VLAN 10 and VLAN 20.

<Huawei> system-view
[Huawei] sysname Router
[Router] vlan batch 10 20

# On the Router, set Eth2/0/0 connecting to users as an access interface, and add
Eth2/0/0 to VLAN 10.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] port link-type access
[Router-Ethernet2/0/0] port default vlan 10 
[Router-Ethernet2/0/0] quit

NO TE

Configure the interface type and VLANs according to the actual situation. In this example,
users are added to VLAN 10.

# On the Router, set Eth2/0/1 connecting to the RADIUS server as an access
interface, and add Eth2/0/1 to VLAN 20.

[Router] interface ethernet 2/0/1
[Router-Ethernet2/0/1] port link-type access
[Router-Ethernet2/0/1] port default vlan 20
[Router-Ethernet2/0/1] quit

Step 2 Create and configure a RADIUS server template, an AAA scheme, and an
authentication domain.

# Create and configure RADIUS server template rd1.

[Router] radius-server template rd1
[Router-radius-rd1] radius-server authentication 192.168.2.30 1812
[Router-radius-rd1] radius-server shared-key cipher Huawei@2012
[Router-radius-rd1] quit

# Create AAA scheme abc and set the authentication mode to RADIUS.

[Router] aaa
[Router-aaa] authentication-scheme abc
[Router-aaa-authen-abc] authentication-mode radius
[Router-aaa-authen-abc] quit

# Create authentication domain isp1, and bind AAA scheme abc and RADIUS
server template rd1 to authentication domain isp1.

[Router-aaa] domain isp1
[Router-aaa-domain-isp1] authentication-scheme abc
[Router-aaa-domain-isp1] radius-server rd1
[Router-aaa-domain-isp1] quit
[Router-aaa] quit

# Test whether a user can be authenticated using RADIUS authentication. A user
name test@huawei.com and password Huawei2012 have been configured on the
RADIUS server.

[Router] test-aaa test@huawei.com Huawei2012 radius-template rd1
Info: Account test succeed.

Step 3 Configure MAC address authentication.
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# Configure the MAC access profile m1.

NO TE

In a MAC access profile, a MAC address without hyphens (-) is used as the user name and
password for MAC address authentication. Ensure that the formats of the user name and
password for MAC address authentication configured on the RADIUS server are the same as
those configured on the access device.

[Router] mac-access-profile name m1
[Router-mac-access-profile-m1] quit

# Configure the authentication profile p1, bind the MAC access profile m1 to the
authentication profile, and specify the domain isp1 as the forcible authentication
domain in the authentication profile.

[Router] authentication-profile name p1
[Router-authen-profile-p1] mac-access-profile m1
[Router-authen-profile-p1] access-domain isp1 force
[Router-authen-profile-p1] quit

# Bind the authentication profile p1 to Eth2/0/0 and enable MAC address
authentication on the interface.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] authentication-profile p1
[Router-Ethernet2/0/0] quit

Step 4 Verify the configuration.

1. Run the display mac-authen command to check the MAC address
authentication configuration. The command output (MAC address
authentication is enabled) shows that MAC address authentication has been
enabled on the interface Eth2/0/0.

2. After the user starts the terminal, the device automatically obtains the
terminal MAC address and uses it as the user name and password for
authentication.

3. The user can access the network after the authentication succeeds.
4. After the user goes online, you can run the display access-user command on

the device to check the online MAC address authentication user information.

----End

Configuration Files
Router configuration file

#
sysname Router
#
vlan batch 10 20
#
authentication-profile name p1
 mac-access-profile m1
 access-domain isp1 force
#
radius-server template rd1
 radius-server shared-key cipher %^%#5Cz2!R*M%NaEr^6.].')L/$!!xTKZ<!!!!!!!!!!%^%#
 radius-server authentication 192.168.2.30 1812 weight 80
#
aaa
 authentication-scheme abc
  authentication-mode radius
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 domain isp1
  authentication-scheme abc
  radius-server rd1
#
interface Ethernet2/0/0
 port link-type access
 port default vlan 10
 authentication-profile p1
#
interface Ethernet2/0/1
 port link-type access
 port default vlan 20
#
mac-access-profile name m1
#
return

3.8.3 Example for Configuring Layer 2 External Portal
Authentication

Networking Requirements
As shown in Figure 3-14, an enterprise needs to deploy an identity authentication
system in reception rooms to implement access control on visitors who attempt to
connect to the enterprise network, ensuring that only authenticated users can
access the network. Because the reception rooms have medium security
requirements, you do not need to deploy too many authentication points. It is
required that the authentication control point be deployed on the aggregation
device to facilitate maintenance.

Portal authentication features flexible deployment and is applicable to moving
users. The aggregation router and visitors' terminals communicate at Layer 2.
Therefore, you can deploy Layer 2 Portal authentication on the aggregation router.
The aggregation router works with the RADIUS server (integrated with the Portal
server) to implement access control on visitors who attempt to connect to the
enterprise network.
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Figure 3-14 Networking diagram for configuring Layer 2 external Portal
authentication
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Configuration Roadmap

The following configurations are performed on the aggregation router. The
configuration roadmap is as follows:

1. Configure network interconnections.

2. Configure AAA on the router to implement identity authentication on access
users through the RADIUS server. The configuration includes configuring a
RADIUS server template, an AAA scheme, and an authentication domain, and
binding the RADIUS server template and AAA scheme to the authentication
domain.

3. Configure Portal authentication to control network access rights of the visitors
in the visitor area. The configuration includes:

a. Configure a Portal server template.

b. Configure a Portal access profile.

c. Configure an authentication-free rule profile.

d. Configure an authentication profile.

e. Enable Portal authentication on an interface.
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NO TE

Before performing operations in this example, ensure that user access terminals and the server
can communicate.
This example only provides the configurations on the Router. The configurations on the LAN
switch and RADIUS server are not provided here.
Parameters including the RADIUS authentication shared key, RADIUS accounting shared key,
Portal shared key, accounting interval, and port number must be kept consistent on the router
and server.

Procedure

Step 1 Create VLANs and configure the allowed VLANs on interfaces to ensure network
connectivity.

# Create VLAN 10 and VLAN 20.

<Huawei> system-view
[Huawei] sysname Router
[Router] vlan batch 10 20

# On the router, configure Eth2/0/0 and Eth2/0/1 connecting to users as access
interfaces, and add Eth2/0/0 and Eth2/0/1 to VLAN 10.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] port link-type access
[Router-Ethernet2/0/0] port default vlan 10 
[Router-Ethernet2/0/0] quit
[Router] interface ethernet 2/0/1
[Router-Ethernet2/0/1] port link-type access
[Router-Ethernet2/0/1] port default vlan 10 
[Router-Ethernet2/0/1] quit

# On the router, configure Eth2/0/2 connecting to the RADIUS server as an access
interface, and add Eth2/0/2 to VLAN 20.

[Router] interface ethernet 2/0/2
[Router-Ethernet2/0/2] port link-type access
[Router-Ethernet2/0/2] port default vlan 20
[Router-Ethernet2/0/2] quit

Step 2 Configure IP addresses for VLANIF 10 and VLANIF 20.
[Router] interface vlanif 10
[Router-Vlanif10] ip address 192.168.1.1 24
[Router-Vlanif10] quit
[Router] interface vlanif 20
[Router-Vlanif20] ip address 192.168.3.1 24
[Router-Vlanif20] quit

Step 3 Configure the DHCP server to assign IP addresses to terminals and notify the
terminals of the DNS server address.
[Router] dhcp enable
[Router] interface vlanif 10
[Router-Vlanif10] dhcp select interface
[Router-Vlanif10] dhcp server dns-list 192.168.2.31
[Router-Vlanif10] quit

Step 4 Configure a static route to the server area. In this example, the IP address for the
server area to connect to the router is 192.168.2.1.
[Router] ip route-static 192.168.2.0 255.255.255.0 192.168.2.1

Step 5 Create and configure a RADIUS server template, an AAA authentication scheme,
and an authentication domain.
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# Create and configure the RADIUS server template rd1.

[Router] radius-server template rd1
[Router-radius-rd1] radius-server authentication 192.168.2.30 1812
[Router-radius-rd1] radius-server shared-key cipher Huawei@2012
[Router-radius-rd1] quit

# Create the AAA authentication scheme abc and set the authentication mode to
RADIUS.

[Router] aaa
[Router-aaa] authentication-scheme abc
[Router-aaa-authen-abc] authentication-mode radius
[Router-aaa-authen-abc] quit

# Create the authentication domain isp1, and bind the AAA authentication
scheme abc and RADIUS server template rd1 to the domain.

[Router-aaa] domain isp1
[Router-aaa-domain-isp1] authentication-scheme abc
[Router-aaa-domain-isp1] radius-server rd1
[Router-aaa-domain-isp1] quit
[Router-aaa] quit

# Check whether a user can pass RADIUS authentication. (The test user
test@huawei.com and password Huawei2012 have been configured on the
RADIUS server.)

[Router] test-aaa test@huawei.com Huawei2012 radius-template rd1
Info: Account test succeed.

Step 6 Configure Portal authentication.

# Configure the Portal server template abc.
[Router] web-auth-server abc
[Router-web-auth-server-abc] server-ip 192.168.2.30
[Router-web-auth-server-abc] port 50200
[Router-web-auth-server-abc] url http://192.168.2.30:8080/webagent
[Router-web-auth-server-abc] shared-key cipher Huawei@123
[Router-web-auth-server-abc] quit

# Configure the Portal access profile web1.
[Router] portal-access-profile name web1
[Router-portal-acces-profile-web1] web-auth-server abc direct
[Router-portal-acces-profile-web1] quit

# Configure the authentication-free rule profile default_free_rule to allow
packets to the DNS server to pass through.
[Router] free-rule-template name default_free_rule
[Router-free-rule-default_free_rule] free-rule 1 destination ip 192.168.2.31 mask 32
[Router-free-rule-default_free_rule] quit

NO TE

Authentication-free rules can take effect immediately after being configured in an
authentication-free profile. It is unnecessary to bind the authentication-free profile to an
authentication profile.

# Configure the authentication profile p1, bind the Portal access profile web1 and
authentication-free rule profile default_free_rule to the authentication profile,
and specify the domain isp1 as the forcible authentication domain in the
authentication profile.

[Router] authentication-profile name p1
[Router-authen-profile-p1] portal-access-profile web1
[Router-authen-profile-p1] access-domain isp1 force
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[Router-authen-profile-p1] free-rule-template default_free_rule
[Router-authen-profile-p1] quit

# Bind the authentication profile p1 to VLANIF 10 and enable Portal
authentication on the interface.

[Router] interface vlanif 10
[Router-Vlanif10] authentication-profile p1
[Router-Vlanif10] quit

Step 7 Verify the configuration.

1. Run the display portal and display web-auth-server configuration
commands to view the configuration of external Portal authentication. The
web-auth-server layer2(direct) field in the command output shows that the
Portal server template has been bound to VLANIF 10.

2. After a user opens the browser and enters any website address, the user will
be redirected to the Portal authentication page. The user then can enter the
user name and password for authentication.

3. If the user name and password are correct, an authentication success
message is displayed on the Portal authentication page. The user can access
the network.

4. After users go online, you can run the display access-user command on the
device to view information about online Portal authentication users.

----End

Configuration Files
Router configuration file

#
sysname Router
#
vlan batch 10 20
#
authentication-profile name p1
 portal-access-profile web1
 free-rule-template default_free_rule
 access-domain isp1 force
#
dhcp enable
#
radius-server template rd1
 radius-server shared-key cipher %^%#5Cz2!R*M%NaEr^6.].')L/$!!xTKZ<!!!!!!!!!!%^%#
 radius-server authentication 192.168.2.30 1812 weight 80
#
free-rule-template name default_free_rule
 free-rule 1 destination ip 192.168.2.31 mask 255.255.255.255
#
web-auth-server abc
 server-ip 192.168.2.30
 port 50200
 shared-key cipher %^%#'=oP;*.KKUSPqB7M5Cf2G)!!!t/&,$!!!!!!!!!!%^%#
 url http://192.168.2.30:8080/webagent
#
portal-access-profile name web1
 web-auth-server abc direct
#
aaa
 authentication-scheme abc
  authentication-mode radius
 domain isp1
  authentication-scheme abc
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  radius-server rd1
#
interface Vlanif10
 ip address 192.168.1.1 255.255.255.0
 authentication-profile p1
 dhcp select interface
 dhcp server dns-list 192.168.2.31
#
interface Vlanif20
 ip address 192.168.3.1 255.255.255.0
#
interface Ethernet2/0/0
 port link-type access
 port default vlan 10
#
interface Ethernet2/0/1
 port link-type access
 port default vlan 10
#
interface Ethernet2/0/2
 port link-type access
 port default vlan 20
#
ip route-static 192.168.2.0 255.255.255.0 192.168.2.1
#
return

3.8.4 Example for Configuring Layer 3 External Portal
Authentication

Networking Requirements
As shown in Figure 3-15, an enterprise needs to deploy an identity authentication
system in reception rooms to implement access control on visitors who attempt to
connect to the enterprise network, ensuring that only authenticated users can
access the network. To facilitate future network reconstruction and save
investment, it is required that the authentication control point be deployed on the
core device.

Portal authentication features flexible deployment and is applicable to moving
users. The core device RouterA and visitors' terminals communicate at Layer 3.
Therefore, you can deploy Layer 3 Portal authentication on the core device
RouterA. RouterA works with the RADIUS server (integrated with the Portal
server) to implement access control on visitors who attempt to connect to the
enterprise network.
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Figure 3-15 Networking diagram for configuring Layer 3 external Portal
authentication
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Configuration Roadmap

The following configurations are performed on RouterA. The configuration
roadmap is as follows:

1. Configure network interconnections.
2. Configure AAA on RouterA to implement identity authentication on access

users through the RADIUS server. The configuration includes configuring a
RADIUS server template, an AAA scheme, and an authentication domain, and
binding the RADIUS server template and AAA scheme to the authentication
domain.

3. Configure Portal authentication to control network access rights of the visitors
in the visitor area. The configuration includes:

a. Configure a Portal server template.
b. Configure a Portal access profile.
c. Configure an authentication-free rule profile.
d. Configure an authentication profile.
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e. Enable Portal authentication on an interface.

NO TE

Before performing operations in this example, ensure that user access terminals and the server
can communicate.

This example only provides the configurations on the Router. The configurations on the LAN
switch and RADIUS server are not provided here.

Parameters including the RADIUS authentication shared key, RADIUS accounting shared key,
Portal shared key, accounting interval, and port number must be kept consistent on the router
and server.

Procedure

Step 1 Configure RouterB to ensure network connectivity.

# Create VLAN 10.

<Huawei> system-view
[Huawei] sysname RouterB
[RouterB] vlan batch 10

# On RouterB, configure Eth2/0/0 and Eth2/0/1 connecting to users as access
interfaces, and add Eth2/0/0 and Eth2/0/1 to VLAN 10.

[RouterB] interface ethernet 2/0/0
[RouterB-Ethernet2/0/0] port link-type access
[RouterB-Ethernet2/0/0] port default vlan 10 
[RouterB-Ethernet2/0/0] quit
[RouterB] interface ethernet 2/0/1
[RouterB-Ethernet2/0/1] port link-type access
[RouterB-Ethernet2/0/1] port default vlan 10 
[RouterB-Ethernet2/0/1] quit

# On RouterB, configure an IP address for GE1/0/0 connecting to RouterA.

[RouterB] interface gigabitEthernet 1/0/0
[RouterB-GigabitEthernet1/0/0] ip address 192.168.1.2 24
[RouterB-GigabitEthernet1/0/0] quit

# Configure an IP address for VLANIF 10 and configure VLANIF 10 as the DHCP
relay agent.

[RouterB] dhcp enable
[RouterB] interface vlanif 10
[RouterB-Vlanif10] ip address 10.10.10.1 24
[RouterB-Vlanif10] dhcp select relay
[RouterB-Vlanif10] dhcp relay server-ip 192.168.1.1
[RouterB-Vlanif10] quit

# Configure the default route.

[RouterB] ip route-static 0.0.0.0 0.0.0.0 192.168.1.1

Step 2 Configure RouterA to ensure network connectivity.

# On RouterA, configure an IP address for GE1/0/0 connecting to RouterB.

[RouterA] interface gigabitEthernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 192.168.1.1 24
[RouterA-GigabitEthernet1/0/0] quit

# On RouterA, configure an IP address for GE2/0/0 connecting to the server area.
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[RouterA] interface gigabitEthernet 2/0/0
[RouterA-GigabitEthernet2/0/0] ip address 192.168.3.1 24
[RouterA-GigabitEthernet2/0/0] quit

# Enable the DHCP server function, and configure the DHCP server to assign IP
addresses to terminals and notify the terminals of the DNS server address and
gateway address.

[RouterA] dhcp enable
[RouterA] ip pool pool1
[RouterA-ip-pool-pool1] network 10.10.10.0 mask 24
[RouterA-ip-pool-pool1] gateway-list 10.10.10.1
[RouterA-ip-pool-pool1] dns-list 192.168.2.31
[RouterA-ip-pool-pool1] quit
[RouterA] interface gigabitEthernet 1/0/0
[RouterA-GigabitEthernet1/0/0] dhcp select global
[RouterA-GigabitEthernet1/0/0] quit

# Configure static routes from RouterA to user terminals and the server area,
respectively. In this example, the IP address for the server area to connect to
RouterA is 192.168.2.1.

[RouterA] ip route-static 10.10.10.0 255.255.255.0 192.168.1.2
[RouterA] ip route-static 192.168.2.0 255.255.255.0 192.168.2.1

Step 3 Create and configure a RADIUS server template, an AAA authentication scheme,
and an authentication domain.

# Create and configure the RADIUS server template rd1.

[RouterA] radius-server template rd1
[RouterA-radius-rd1] radius-server authentication 192.168.2.30 1812
[RouterA-radius-rd1] radius-server shared-key cipher Huawei@2012
[RouterA-radius-rd1] quit

# Create the AAA authentication scheme abc and set the authentication mode to
RADIUS.

[RouterA] aaa
[RouterA-aaa] authentication-scheme abc
[RouterA-aaa-authen-abc] authentication-mode radius
[RouterA-aaa-authen-abc] quit

# Create the authentication domain isp1, and bind the AAA authentication
scheme abc and RADIUS server template rd1 to the domain.

[RouterA-aaa] domain isp1
[RouterA-aaa-domain-isp1] authentication-scheme abc
[RouterA-aaa-domain-isp1] radius-server rd1
[RouterA-aaa-domain-isp1] quit
[RouterA-aaa] quit

# Check whether a user can pass RADIUS authentication. (The test user
test@huawei.com and password Huawei2012 have been configured on the
RADIUS server.)

[RouterA] test-aaa test@huawei.com Huawei2012 radius-template rd1
Info: Account test succeed.

Step 4 Configure Portal authentication.

# Configure the Portal server template abc.
[RouterA] web-auth-server abc
[RouterA-web-auth-server-abc] server-ip 192.168.2.30
[RouterA-web-auth-server-abc] port 50200
[RouterA-web-auth-server-abc] url http://192.168.2.30:8080/webagent
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[RouterA-web-auth-server-abc] shared-key cipher Huawei@123
[RouterA-web-auth-server-abc] quit

# Configure the Portal access profile web1.
[RouterA] portal-access-profile name web1
[RouterA-portal-acces-profile-web1] web-auth-server abc layer3
[RouterA-portal-acces-profile-web1] quit

# Configure the authentication-free rule profile default_free_rule to allow
packets to the DNS server and DHCP server to pass through.
[RouterA] free-rule-template name default_free_rule
[RouterA-free-rule-default_free_rule] free-rule 1 destination ip 192.168.2.31 mask 32
[RouterA-free-rule-default_free_rule] free-rule 2 destination ip 192.168.1.1 mask 32
[RouterA-free-rule-default_free_rule] quit

NO TE

Authentication-free rules can take effect immediately after being configured in an
authentication-free profile. It is unnecessary to bind the authentication-free profile to an
authentication profile.

# Configure the authentication profile p1, bind the Portal access profile web1 and
authentication-free rule profile default_free_rule to the authentication profile,
and specify the domain isp1 as the forcible authentication domain in the
authentication profile.

[RouterA] authentication-profile name p1
[RouterA-authen-profile-p1] portal-access-profile web1
[RouterA-authen-profile-p1] access-domain isp1 force
[RouterA-authen-profile-p1] free-rule-template default_free_rule
[RouterA-authen-profile-p1] quit

# Bind the authentication profile p1 to GE1/0/0 and enable Portal authentication
on the interface.

[RouterA] interface gigabitEthernet 1/0/0
[RouterA-GigabitEthernet1/0/0] authentication-profile p1
[RouterA-GigabitEthernet1/0/0] quit

Step 5 Verify the configuration.

1. Run the display portal and display web-auth-server configuration
commands on RouterA to view the configuration of external Portal
authentication. The web-auth-server layer3 field in the command output
shows that the Portal server template has been bound to GE1/0/0.

2. After a user opens the browser and enters any website address, the user will
be redirected to the Portal authentication page. The user then can enter the
user name and password for authentication.

3. If the user name and password are correct, an authentication success
message is displayed on the Portal authentication page. The user can access
the network.

4. After users go online, you can run the display access-user command on
RouterA to view information about online Portal authentication users.

----End

Configuration Files
● RouterA configuration file

#
sysname RouterA
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#
authentication-profile name p1
 portal-access-profile web1
 free-rule-template default_free_rule
 access-domain isp1 force
#
dhcp enable
#
radius-server template rd1
 radius-server shared-key cipher %^%#5Cz2!R*M%NaEr^6.].')L/$!!xTKZ<!!!!!!!!!!%^%#
 radius-server authentication 192.168.2.30 1812 weight 80
#
free-rule-template name default_free_rule
 free-rule 1 destination ip 192.168.3.31 mask 255.255.255.255
 free-rule 2 destination ip 192.168.1.1 mask 255.255.255.255
#
web-auth-server abc
 server-ip 192.168.2.30
 port 50200
 shared-key cipher %^%#'=oP;*.KKUSPqB7M5Cf2G)!!!t/&,$!!!!!!!!!!%^%#
 url http://192.168.2.30:8080/webagent
#
portal-access-profile name web1
 web-auth-server abc layer3
#
ip pool pool1                                                                                                                         
 gateway-list 10.10.10.1                                                                                                           
 network 10.10.10.0 mask 255.255.255.0 
 dns-list 192.168.2.31
#
aaa
 authentication-scheme abc
  authentication-mode radius
 domain isp1
  authentication-scheme abc
  radius-server rd1
#
interface GigabitEthernet1/0/0
 ip address 192.168.1.1 255.255.255.0
 authentication-profile p1
 dhcp select global
#
interface GigabitEthernet2/0/0
 ip address 192.168.3.1 255.255.255.0
#
ip route-static 10.10.10.0 255.255.255.0 192.168.1.2
ip route-static 192.168.2.0 255.255.255.0 192.168.2.1
#
return

● RouterB configuration file
#
sysname RouterB
#
vlan batch 10
#
dhcp enable
#
interface Vlanif10
 ip address 10.10.10.1 255.255.255.0
 dhcp select relay                                                                                                                  
 dhcp relay server-ip 192.168.1.1 
#
interface Ethernet2/0/0
 port link-type access
 port default vlan 10
#
interface Ethernet2/0/1
 port link-type access
 port default vlan 10
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#
interface GigabitEthernet1/0/0
 ip address 192.168.1.2 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 192.168.1.1
#
return

3.9 FAQ

3.9.1 When Does the 802.1x Dynamic VLAN Take Effect?
Dynamic VLAN takes effect on port-based authentication, only for access
interfaces, or hybrid interface with untagged PVID.

3.9.2 Why Are the 802.1x Users' IP Addresses Not Displayed
After I Run the Display Access-User Command?

The device learns the IP address of an authenticated online user from ARP packets
that the user sends. If the user does not send any ARP packets, the device cannot
learn or display the user's IP address.

3.9.3 Which Domain Is Preferentially Used to Authenticate
Users in mac-authen Mode?

The following domains are listed in descending order of priority:

1. Domain corresponding to the MAC address that is configured by the mac-
authen domain mac-address command in the system view

2. Domain configured by the mac-authen domain command in the interface
view

3. Domain configured by the mac-authen domain command in the system view
4. Default domain in the system view

NO TE

Only V200R007 and earlier versions support this FAQ.

3.9.4 Which Domain Is Used Preferentially by 802.1x Users?
The following domains are listed in descending order of priority:

1. Domain that belongs to the user
2. Default domain in the system view

3.9.5 What Are the Functions of the Domain Configured on a
WLAN-BSS Interface?

Run the dot1x authentication domain command, you can configure a mandatory
accounting authentication domain on a WLAN-BSS interface. The domain is
applied to:
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1. mac-authen users for authentication and accounting
2. Non-authenticated WLAN users for accounting

NO TE

Only V200R007 and earlier versions support this FAQ.

3.9.6 Can MAC Bypass Authentication Be Configured on a
Fixed Port on the SRU?

No, MAC bypass authentication must be configured on LPUs.
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